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PART A — Workshop SUMMARY

1 WS details

1.1. Organization O CEN
O CENELEC
Ox  Joint  with X CEN lead [0 CENELEC lead

1.2. Title CEN/CLC WS ‘Continuous security and privacy monitoring processes for the connected
medical device ecosystem”’

1.3. Scope This workshop focuses on the continuous monitoring and testing of the data

processing governance and privacy of connected medical devices and their supporting
ecosystem components. It aims to focus on the support of information security
management of all related components participating in data processing and privacy-
related governance with respect to connected medical devices in coherent way,
leaving out of its scope issues related to operational or clinical assurance.

The framework described in this workshop aims to address issues in:

e Medical device hardware: both embedded and peripheral devices connected
to healthcare networks.

e Medical device software: including software incorporated into medical
devices (as per IEC 62304) and external applications that interface with such
devices.

e Intermediary components, such as data transfer hubs, gateways, and
edge/fog computing nodes.

e Associated services include cloud-based solutions, remote maintenance, and
health IT systems integrating connected devices.

e Artificial Intelligence (Al) and Machine Learning (ML) models, including their
development, deployment, monitoring, and mitigation of bias or adversarial
manipulation.

The workshop will:

e Specify best practices for DevSecOps integration into connected medical
device lifecycle management.

e Describe MLOps processes tailored to Al/ML-driven medical device
applications.

e Provide guidelines for data processing governance and privacy monitoring
processes operating continuously throughout the device and ecosystem
lifecycle.

e Allow for the definitions of testing and validation methodologies for
connected environments, including interoperability, threat resilience, and
data protection compliance.

The following are within the scope of this CWA:
e All classes of connected medical devices, regardless of form factor or
intended medical purpose.
e Cybersecurity and privacy processes spanning design, manufacturing,
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deployment, operation, and decommissioning.

Integration with relevant standards (e.g., ISO 13485, ISO 14971, IEC 62304,
IEC 80001-1, ISO 81001-1, IEEE 2621, NIST SP 800-53).

Continuous vulnerability assessment, risk management, incident response,
and regulatory reporting processes.

The following are explicitly excluded from the scope of this CWA:

Non-connected medical devices with no digital communication capabilities.
General healthcare IT systems not directly interacting with connected
medical devices.

Implementation of national or regional legal requirements (though such
requirements may be referenced for alignment).

Definition of safety requirements for connected medical devices.

Clinical efficacy and safety or functional safety evaluation of medical devices,

as the focus of this CWA is security and privacy, not clinical performance.
e Consumer health and wellness devices (e.g., fitness trackers), unless they
form part of a regulated medical device ecosystem.

This workshop shall not

e replace or modify regulatory or normative safety compliance,
e provide safety assurance for connected medical devices

1.4. Does this WS stem from an EU X YES
Research project? Name of the project: CYMEDSEC
Grant number: 101094218
End date 31/10/2027

O NO

1.5. Financial support X EU Research project
O EC/EFTA Grant reference: Type here
O Other Specify, if needed: Type here

1.6. WS Proposer/Proposed Chair Name Constantinos Patsakis
Organization: Athena Research Center
Postal address: Aigialias & Chalepa, 15125, Marousi, Greece
Email: kpatsak@athenarc.gr
Phone: +30210 687 5300
Webpage: https://www.athenarc.gr/
Contact person (name and +30 6932704361
email):

1.7. WS Secretariat Organization: Austrian Standards International
Postal address: HeinestraRRe 38, 1020 Vienna, Austria
Email: s.sole@austrian-standards.at
Phone:
Webpage: https://www.austrian-standards.at
WS Secretary name: Stefan Solé
Email: s.sole@austrian-standards.at
Phone:

1.8. CEN and CENELEC Management Organization: CEN and CENELEC

Centre (CCMC) contact

Postal address:
Webpage:

CCMC Project Manager name:

Email:
Phone:

Rue de la Science 23B - 1040 Brussels, Belgium
https://www.cencenelec.eu/Pages/default.aspx
Claire Van Thielen

cwa@cencenelec.eu

+3225500831

+32478793545
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1.9. Tentative date and place of the Date: 2026-06-30 Place: Athena Research Center or online via
Kick-off Meeting Microsoft Teams
1.10. | Does the proposed Workshop | YES
fall within the scope of existing Specify: Type here
CEN and/or CENELEC Technical X
Bodies?: NO
1.11. | Are there other Technical Bodies | X YES
or Joint Advisory and Specify: Type here
Coordination Groups potentially ISO/IECJTC 1/5C 27,
interested in the WOI’kShOp?2 |SO/|EC JTC l/SC 42
ISO/TC 215
ISO/TC 210
IEC/TC 62
CEN-CLC/JITC 13
CEN-CLC/JITC 21
CEN/TC 251
CEN-CLC/JITC3
CLC/TC62
CEN/CLC/JTC 25
NO
1.12. | Are the following aspects Safety matters YES? O | NO7 X
affected? Management system aspects YES* O | NO O
Conformity assessment aspects YESs 0O | N0 O
Security matters YES® X NO®
Add information/explanations if Management System aspects and Conformity
Assessment aspects are affected:
Type here
2 | WS Deliverables
2.1, CWA #1

1 Part A and Part B of this form shall be sent by the WS secretary to the secretary of the Technical Bodies identified in this section to inform them about the creation of the WS

and register any possible objection within 30 days (45 during the holiday period).
2 Part A and Part B of this form should be sent by the WS secretary to the Bodies identified in this section to inform them about the creation of the WS.
3 Work on the proposed CEN and/or CENELEC Workshop shall not be initiated.
4 The CEN and/or CENELEC Workshop proposal shall be submitted to the CEN/CENELEC BT(s) for decision.
5 CEN-CENELEC Internal Regulations - Part 3, Clause 33 applies.

6 For projects dealing with security matters the security risk analysis provided in Annex | shall be carried out.

7 See Note 2 in CEN-CENELEC Guide 29, Clause 3.
8 See Note 2 in CEN-CENELEC Guide 29, Clause 3.
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2.1.1

Title

Same as WS title (1.2)
Other: Type here

2.1.2

Scope

Connected medical devices (cMDs) connect to clinical networks to
transmit, receive, and analyse patient data in real-time, reshaping
healthcare and enabling data-driven patient management. The plethora
of heterogeneous data is often ingested by Al platforms, creating a
complex ecosystem. This transition introduces new security and privacy
risks not only throughout the device lifecycle but also across
intermediary components (e.g., hubs, gateways, edge/fog computing
nodes), supporting software, and associated services that together
enable the device’s intended functionality within a healthcare context.

This CWA proposal document aims to establish a framework for
supporting continuous security and privacy monitoring and testing
applicable to all components within the cMD ecosystem. More
concretely, it targets:

1. theintegration of DevSecOps principles into the device
lifecycle;

2. the extension of MLOps to address Al/ML-specific risks; and

3. the incorporation of ecosystem-wide monitoring and testing for
security, privacy, and interoperability.

2.13

Does the proposed CWA conflict
with a published EN

YES
Specify: Type here

NO
In case the answer is ‘yes’, the development of the CWA shall be stopped
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PART B — Project Plan

Abstract

The integration of medical devices into connected health ecosystems is transforming healthcare delivery by
enabling real-time monitoring, remote interventions, and data-driven decision-making. Advances in wireless
connectivity, cloud services, artificial intelligence (Al), and machine learning (ML) have significantly expanded
the capabilities of medical devices and their supporting systems.

However, this transformation also introduces new and complex challenges in ensuring security, privacy, and
continuous assurance across the entire lifecycle of connected medical devices. Unlike traditional standalone
devices, connected devices operate within an interdependent ecosystem that may include:

External software applications and services

Data transfer hubs and gateways

Edge and fog computing nodes

Al/ML models (susceptible to bias and adversarial manipulation)

Existing standards such as ISO 13485, ISO 14971, IEC 62304, and IEC 60601 provide robust frameworks for
quality management, risk assessment, and functional safety. Yet, they do not fully address the evolving nature
of cyber threats, the requirement for continuous monitoring, or the need for integrated security and privacy
testing across interconnected environments.

Several other standards, technical reports, specifications, and guidelines (e.g., ISO/IEEE 11073 series, IEEE 2621,
NIST SP 800-53, ISO 81001-1) address aspects of connected medical device security and interoperability. While
valuable, they lack a cohesive, process-oriented framework that unifies security, privacy, monitoring, and
testing practices across the entire ecosystem.

This workshop seeks to address this gap by establishing a framework for continuous security and privacy
monitoring and testing applicable to all components of the connected medical device ecosystem. The
framework aims to:

Integrate DevSecOps principles to ensure security is embedded throughout the device lifecycle
Extend to MLOps to address Al/ML-specific risks, including bias detection and adversarial robustness
Incorporate ecosystem-wide monitoring and testing for security, privacy, and interoperability

Align with existing international standards while addressing unregulated or under-specified areas

By providing a practical, standards-aligned framework, this CWA supports manufacturers, service providers,
healthcare operators, and regulators in achieving resilient, trustworthy, and compliant connected medical
device ecosystems.



1  Status of the project plan

Draft project plan for public commenting (Version 1.0)
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This draft project plan is intended to inform the public of a new Workshop. Any interested party may

participate in this Workshop and/or comment on this draft project plan by sending an email to the WS

secretary:

Mr. Stefan Solé
s.sole@austrian-standards.at

All applicants who have applied for participation or commented on the project plan by the deadline will be
invited to the kick-off meeting for the Workshop on 30" of June 2026 (2026-06-30).

The approved project plan for the CWA development will be adopted at the kick-off meeting of the Workshop

on

2  Workshop proposer and potential Workshop participants

2.1 Workshop proposer

Participant/Organisation

Short description and interest in the subject

Constantinos Patsakis

Athena Research Center, Aigialias & Chalepa, 15125,
Marousi, Greece.

kpatsak@athenarc.gr
Tel: +30 210 687 5300 Mob: +30 6932704361

Part of the CYMEDSEC Consortium

The mission of Athena Research Center (ARC) is to
conduct outstanding research in Informatics and
Computational Sciences and to ensure this research
has an impact on society, tackling global challenges
and addressing local needs. ARC studies a broad
spectrum of research issues within these fields,
including some raised by other sciences, industrial
applications, or societal challenges.
activities of ARC
Communication Technologies, from the perspective

The scope of
includes all Information and
of both Computer Science and Computational
Sciences and covering all software and hardware
aspects. These include all areas of informatics, data
science, robotics, automation, signal processing,

artificial intelligence, networking and digital
communication, and modelling.
Given the horizontal and critical role of

cybersecurity, cybersecurity has become a research
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priority for ARC. As such, ARC leads and participates
in various research efforts and projects.

Constantinos  Patsakis received a B.Sc. in
mathematics from the University of Athens, Greece,
an M.Sc. degree in information security from Royal
Holloway, University of London, and a PhD in
cryptography and malware from the University of
Piraeus. In the past, he has worked as a researcher
at the UNESCO Chair in Data Privacy, at Rovira i
Virgili, at Trinity College, Dublin, and the
Luxembourg Institute of Science and Technology. He
is a Professor at the University of Piraeus and an
Adjunct Researcher at the Athena Research and
Innovation Center. He has authored more than 150
publications in prestigious peer-reviewed
international conferences and journals and
participated in several national and European
Research and Development projects. His primary
areas of research include cryptography, security,
privacy, blockchain technology, and cybercrime.

As such, the security and privacy of connected
medical devices fall within the research interests and
priorities of both ARC and C. Patsakis.

Stephen Gilbert, Oscar Freyer, Max Ostermann
TUD Dresden University of Technology

Else Kroner Fresenius Center for Digital Health
Faculty of Medicine Carl Gustav Carus
Fetscherstr. 74

01307 Dresden

Part of the CYMEDSEC Consortium

Technische Universitat Dresden (TU Dresden) is one
of Germany’s leading technical universities and
pursues interdisciplinary research and teaching
across engineering, computer science, medicine, and
the natural sciences. Within this profile, TU Dresden
combines strong expertise in digital technologies
with  application-oriented research addressing
societal challenges, including healthcare,
trustworthy digital systems, and the responsible,
sustainable, and human-centered design of digital
realities.

TU Dresden also provides a highly relevant
environment for research on connected medical
device ecosystems through its close links between
computer science, communications engineering,
medicine, and digital health. This is reflected, for
example, in cross-disciplinary initiatives such as the
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Cluster of Excellence CeTl — Centre for Tactile
Internet with Human-in-the-Loop, and the BMFTR
Cluster SEMECO, which bring together researchers
from computer science, electrical and
communications engineering, psychology,
neuroscience, and medicine, including application
areas such as surgical assistance and human-
machine collaboration. A central element of this
environment is the Else Kroner Fresenius Center
(EKFZ) for Digital Health, a joint initiative of TU
Dresden and University Hospital Dresden.

The EKFZ is dedicated to advancing digital health
through close collaboration between medicine,
engineering, and computer science, with a strong
emphasis on translating research into practical
healthcare applications. In this role, the EKFZ
provides an institutional framework for addressing
challenges at the intersection of connected medical
devices, clinical workflows, and digital
infrastructures.

Against this background, the security and privacy of
connected medical devices are of direct relevance to
the TU Dresden, the EKFZ, and the wider Saxonian
Medtech ecosystem. As healthcare increasingly
relies on interconnected devices, data-driven
systems, and digital platforms, ensuring the
trustworthy operation, secure integration, and
privacy-preserving use of such technologies
becomes essential for patient safety and for the
broader adoption of digital health solutions. For
these reasons, the topics addressed by the CWA
align closely with the interdisciplinary research
interests and translational objectives of TU Dresden,
with EKFZ as the key institutional driver.

Lia Mehr
secunet Security Networks AG

Kurfiirstenstrale 58 45138 Essen,

Part of the CYMEDSEC Consortium

Deutschland

secunet Security Networks AG (secunet) is
Germany’s  leading  cybersecurity = company,
specializing in the protection of critical
infrastructures, government systems, and e-health
environments. In the healthcare domain, secunet
focuses on the development of secure ICT
infrastructures ranging from edge devices to cloud-
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based systems, with a strong emphasis on data
protection, secure communication, and trustworthy
system integration.

As a trusted IT security partner of the Federal
Republic of Germany and an active contributor to
national and European cybersecurity initiatives,
secunet brings extensive expertise in cybersecurity
architectures, regulatory compliance, and the
implementation of secure digital systems.

Marco Manso

PARTICLE

Rua da Venezuela, 29 — 14E
1500-618 Lisbon, Portugal

Mobile: +351 964 686 498

Email: marco@particle-summary.pt

Part of the CYMEDSEC Consortium

Founded in 2019, PARTICLE is a Portuguese SME
with mobile and cloud solutions integrating
connected medical devices and wearables and
delivering advanced monitoring capabilities, robust
communication protocols, and Big Data
architectures that enable advanced analytics and
artificial intelligence, upholding innovative
interoperability, security and privacy features.

Being a provider of remote patient monitoring
systems, integrating connected medical devices and
also wearables, PARTICLE is highly interested in the
security and privacy of connected medical device
ecosystems, including the sensitivity of patient
health data. Further, as an integrator of third-party
medical devices, PARTICLE is aware that the security
of one component affects the security of the whole
ecosystem. Hence, the scope and objectives of this
CWA aligns well with PARTICLE’s ambition to design,
develop and offer healthcare providers secure and
trustworthy health platforms integrating connected
medical devices for remote digital homecare and
smart hospitals. PARTICLE supports this CWA as it
enables a superior level of cyber protection in digital
healthcare  ecosystems, ultimately  ensuring
improved patient safety.

10
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2.2 Potential participants

This CWA will be developed in a Workshop (a temporary body) open to any interested party. The participation

of the following persons/organizations would be helpful and is desired. It is recommended that:

Medical device manufacturers, especially those manufacturing network-connected and software-driven
medical devices as well as manufacturers integrating Al/ML components into medical devices

Software and system providers developing medical device software, middleware, and digital health
platforms, but also cloud service providers supporting medical device data processing and storage
Cybersecurity and privacy solution providers, including vendors of security monitoring, vulnerability
management, and testing tools

Al/ML technology providers supplying models, platforms, or lifecycle management tools for healthcare
applications

Research organizations performing research on medical devices, Al for healthcare, security and privacy
focused on medical devices

take part in the development of this CWA.

We expect stakeholders from various sectors including, but not limited to, industry and commerce, healthcare

providers, academia and research institutions, regulatory and standardisation bodies, cybersecurity and privacy

organisations, cloud and digital infrastructure providers, and public authorities.

3

Workshop objectives and scope.

3.1 Workshop background

The rapid evolution of healthcare technology has accelerated the adoption of connected medical devices that

interface with clinical systems, cloud services, and personal health applications. These devices are increasingly

deployed in complex and interconnected ecosystems that include:

Embedded and peripheral medical device hardware

Medical device software (both integrated and external)

Data transmission infrastructure, such as hubs, gateways, and wireless networks
Edge and fog computing components for local processing

Al/ML models for diagnostics, decision support, and automation

Associated digital health services and remote maintenance capabilities

While international standards such as ISO 13485, ISO 14971, IEC 62304, IEC 80001-1, and ISO 81001-1 provide
solid foundations for quality, risk, and safety, they were largely developed with standalone devices or narrowly

defined IT integrations in mind. In the connected medical device context, several critical gaps persist:

Incomplete coverage of ecosystem components: Current standards often focus on the medical device
itself, leaving limited guidance for intermediary infrastructure (hubs, gateways, edge/fog nodes) or
integrated services.

Operational separation: Development and operations teams frequently work in silos, delaying security
updates and creating inconsistencies in security posture. The adoption of DevSecOps can bridge these

11
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gaps and minimise impact to data processing and privacy-related governance within the operational
lifecycle of connected medical devices.

e Al/ML vulnerabilities: Existing frameworks do not fully address the need for MLOps practices tailored to
healthcare, including testing for bias, explainability, and resilience against adversarial attacks.

e Insufficient continuous monitoring: Many software and data processing checks are static or periodic,
which is insufficient taking into account the rapid development of new vulnerabilities. Continuous
monitoring and automated testing are essential for maintaining trustworthy data processing within the
connected medical devices ecosystem and ensure compliance.

o Elevated data protection challenges: Privacy risks multiply when medical data traverses multiple
interconnected components, organizations, and jurisdictions, especially when data protection
regulations (e.g., GDPR, HIPAA) impose strict compliance obligations.

Although there are published standards and CWAs relevant to connected health (e.g., ISO/IEEE 11073-40101,
NIST SP 800-53, CWA 17502:2020), none provide a comprehensive, process-oriented framework for continuous
data processing governance and privacy monitoring and testing across the entire connected medical device
ecosystem.

This CEN Workshop Agreement is intended to:

e Align with existing standards while incorporating all necessary adaptations to cover the broader
ecosystem of the connected medical devices data processing governance.

e Embed “security and privacy-by-design” principals into and specify best practices for the development,
deployment, and operational phases of various components participating into the connected medical
devices data processing ecosystem.

® Provide testing methodologies applicable to both conventional devices and Al/ML-driven systems.

e Support regulatory compliance while enabling innovation and interoperability.

By establishing this framework, the CWA offers a practical and actionable resource for manufacturers, service
providers, healthcare organizations, and regulators to:

® Protect sensitive health data
e Maintain trust and resilience in connected medical device technologies.

4  Workshop programme
4.1 General

The kick-off meeting is planned to take place on 2026-06-30 in Athens, Greece. A draft for public commenting
will be published for 30 days.

A total of 5 Workshop meetings (kick-off meeting and Workshop meetings) and web conferences will be held,
during which the content of the CWA(s) will be presented, discussed and approved.

The working language (language of meetings, minutes, etc.) of the WS will be English. The CWA will be written
in English.

4.2 Workshop schedule
12



Table 1: Workshop schedule (preliminary)

55 CENELEC

CEN/CENELEC

Mo01 M02 Mo03 Mo04 MO05 MO06 MO07 M08 M09 M10 M11 M12
Workshop

April May June July Aug. Sep. Oct. Nov. Dec. Jan.27 Feb.27 Mar. 27
Initiation

1. Workshop description
form submission and TC
response

2. Open commenting
period on draft project
plan (mandatory)

Operation

3. Kick-off meeting

4. CWA(s) development

5. Open commenting
period on draft CWA(s)
(optional)

6. CWA(s) finalized and
approved by Workshop
participants

Publication

7. CWA(s) publication

Dissemination

13
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(see 7)

Milestones

M/

Legend

O v9v>»< R

Kick-off

Workshop meeting

Virtual Workshop meeting
Adoption of CWA
Publication of CWA

Online distribution of CWA

14
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5 Resource planning

The Workshop will be financed by the CYMEDSEC Project and therefore follows financing within the
framework of a research project (Horizon Europe).

Participation in the Workshop is open to all interested stakeholders. In accordance with CEN/CENELEC
Workshop rules, all costs related to participation in the Workshop activities (including travel, time, and other
associated expenses) will be borne by the participants themselves. No participation fee is foreseen for
registration or participation in the Workshop.

The resources required for the organization and execution of the Workshop, including coordination, facilitation,
drafting activities, and administrative support, are covered by the budget allocated within the CYMEDSEC
Project. The Austrian Standards Institute (ASI) will be responsible for the overall project management and
coordination of the Workshop activities.

6  Workshop structure and rules of cooperation
6.1 Participation in the Workshop

The Workshop will be constituted during the kick-off meeting. By approving this project plan, the interested
parties declare their willingness to participate in the Workshop and will be formally named as Workshop
participants, with the associated rights and duties. Participants at the kick-off meeting who do not approve the
project plan are not given the status of a Workshop participant and are thus excluded from further decisions
made during the kick-off meeting and from any other decisions regarding the Workshop.

As a rule, the request to participate in the Workshop is closed once it is constituted. The current Workshop
participants shall decide whether any additional members will be accepted or not.

Any new participant in the Workshop at a later date is decided on by the participants making up the Workshop
at that time. It is particularly important to consider these aspects:

a. expansion would be conducive to shortening the duration of the Workshop or to avoiding or averting
an impending delay in the planned duration of the Workshop;

b. the expansion would not result in the Workshop taking longer to complete;

c. the new Workshop participant would not address any new or complementary issues beyond the scope
defined and approved in the project plan;

d. the new Workshop participant would bring complementary expertise into the Workshop in order to
incorporate the latest scientific findings and state-of-the-art knowledge;

e. the new Workshop participant would actively participate in the drafting of the manuscript by
submitting concrete, not abstract, proposals and contributions;

f. the new Workshop participant would ensure wider application of the CWA.

15
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All Workshop participants who approved the publication of the CWA or its draft will be named as authors in the
European Foreword, including the organizations which they represent. All Workshop participants who did not
approve the publication of the CWA will not be named in the European Foreword.

6.2 Workshop responsibilities

The Workshop Chair is responsible for content management and consensus building. The Workshop Chair is
supported by the Workshop Vice-Chair (if any) and the responsible Workshop secretariat, whereby the
Workshop secretariat will always remain neutral regarding the content of the CWA(s). Furthermore, the
Workshop secretariat shall ensure that CEN-CENELEC's rules of procedure, rules of presentation, and the
principles governing the publication of CWA(s) have been observed. Should a Workshop Chair no longer be able
to carry out her/his duties, the Workshop secretariat shall initiate the election of a new Workshop Chair. The
list below covers the main tasks of the Workshop Chair. It is not intended to be exhaustive.

— Content related contact point for the Workshop

— Presides at Workshop meetings

— Ensures that the development of the CWA respects the principles and content of the adopted project
plan

— Manages the consensus building process, assesses when the Workshop participants have reached
agreement on the final CWA, on the basis of the comments received

— Ensures due information exchange with the Workshop secretariat

— Represents the Workshop and its results to exterior

The Workshop secretariat, provided by a CEN and/or CENELEC Member, is responsible for organizing and
leading the kick-off meeting, in consultation with the Workshop proposer. Further Workshop meetings and/or
web conferences shall be organized by the Workshop secretariat in consultation with the Workshop Chair. The
list below covers the main tasks of the Workshop secretariat. It is not intended to be exhaustive.

— Administrative and organizational contact point for the Workshop

— Ensures that the development of the CWA respects the principles and content of the adopted project
plan and of the requirements of the CEN-CENELEC Guide 29

— Formally registers Workshop participants and maintains record of participating organizations and
individuals

— Offers infrastructure and manages documents and their distribution through an electronic platform

— Prepares agenda and distributes information on meetings and meeting minutes as well as follow-up
actions of the Workshop

— Initiates and manages CWA approval process upon decision by the Workshop Chair

— Interfaces with CEN-CENELEC Management Centre (CCMC) and Workshop Chair regarding strategic
directions, problems arising, and external relationships

— Advises on CEN-CENELEC rules and brings any major problems encountered (if any) in the development
of the CWA to the attention of CEN-CENELEC Management Centre (CCMC)

— Administrates the connection with relevant CEN or CENELEC/TCs

16



6.3 Decision making process

(

\

=

CENELEC

The CEN and/or CENELEC Workshop Chair is responsible for ensuring that the development of the CWA follows
the principles and content of the project plan described in this document and the requirements of CEN-
CENELEC Guide 29. The CEN and/or CENELEC Workshop Chair may take decisions on the conduct of the CEN
and/or CENELEC Workshop on the basis of the comments expressed by the participants and of CEN-CENELEC

Guide 29.

Decisions shall be taken based on consensus of the WS participants.

7 Dissemination and participation strategy
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Potential participants identified in section 2.2 and potential interested stakeholders identified in Part A
should be informed of the open commenting phase, if any, and of the publication of the CWA.

In addition to the CCMC website, the final CWA will be advertised on:

17



the CYMEDSEC Newsletter
CYMEDSEC Social Media such as
o LinkedIn
o X
EC Newsroom
Others

B2 CENELEC

18
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Annex | — Security risk analysis

This annex shall be completed if section 1.12 of Part A indicates that security aspects are addressed by the
Workshop.

Il General

Security risk analysis is a process of identifying and analyzing the main negative factors that may affect a
standardization project’s objectives. The following is targeted at secretariats of CEN and/or CENELEC Workshop
Agreements (CWA) dealing with security issues. Its purpose is to help them identify and mitigate the risks
associated with their project. It is structured around two main security threats that can affect the success of the
work: major diverging interests among stakeholders and sensitive information.

LIl Risk analysis on major diverging interest among stakeholders

Diverging interests among stakeholders can impede the process in reaching agreement on the CWA and even
lead to failure to deliver the planned CWA. In order to identify and possibly mitigate the risks, the following
questions should be reviewed:

— Is the planned CWA expected to have a major impact on the security policy/strategy of the core
stakeholders?

By introducing a process-oriented framework for continuous security and privacy monitoring and testing, the
CWA goes beyond existing device-centric and point-in-time compliance approaches. It supports a shift toward
continuous assurance models that better reflect the operational realities of connected, software-intensive, and
Al-enabled medical technologies.

For manufacturers and service providers, the CWA is expected to shape internal security policies related to
secure development, supplier management, Al governance, and post-market surveillance. For healthcare
operators, it supports the development of operational security and privacy strategies that address
interconnected systems and shared infrastructure. For regulators and notified bodies, the CWA provides a
common reference framework that can inform oversight, guidance, and dialogue with regulated entities.

As such, the planned CWA is expected to influence organizational security strategies by encouraging a shift
from isolated, point-in-time technical controls toward lifecycle-wide and ecosystem-level security governance.
Addressing the interconnected nature of modern medical device ecosystems, it promotes security and privacy
as continuous, shared responsibilities that extend beyond individual products or system components.

The CWA is also expected to drive the systematic integration of security and privacy across both development
and operations. Promoting the adoption of DevSecOps practices and extending these principles to MLOps for
Al/ML-enabled components supports the consistent management of software, data, and model-related risks
throughout their operational lifecycles.

In addition, the CWA supports the harmonization of security and privacy policies across manufacturers, service
providers, healthcare operators, and third-party suppliers. By clarifying shared responsibilities, trust
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boundaries, and interfaces between ecosystem participants, it helps reduce fragmentation and misalignment in
security governance across complex, multi-stakeholder environments.

The CWA further enhances post-market and operational security strategies by providing guidance on
continuous monitoring, ongoing testing, and evidence-based assurance. This enables organizations to more
effectively detect, assess, and respond to emerging vulnerabilities, threats, and unintended behaviours
throughout the lifecycle of connected medical devices and their supporting infrastructure.

Finally, the CWA improves alignment with regulatory expectations by offering structured, standards-aligned
practices for managing evolving cybersecurity and privacy risks. In doing so, it supports organizations in
demonstrating due diligence, consistency, and transparency in their security and privacy programs while
remaining adaptable to changing regulatory and threat landscapes.

— Does the scope of the CWA cover products or services with a clear dual-use purpose (i.e. which can be used
for military purposes)?

No

Ll Risk analysis on sensitive information

— In light of the scope of the CWA, is it likely that it may deal with sensitive information? If so, what is the
information sensitivity level?

No.
— Isthere a need for a (non-)disclosure agreement?
No

— Is there any conflict of interest for stakeholders involved in the CEN and/or CENELEC Workshop, regarding
especially the use they may make of any information they receive during the development of the CWA?

No

— What steps should be taken to manage information dissemination and storage (e.g. memory stick, emailing,
storage) during the development process of the CWA?

All documents will be hosted on a secure document server (NAS) hosted by Athena Research Center. Access will
be granted only to applicants involved in the CWA process and will be updated based on their availability (e.g.,
access will be revoked for people leaving the group). All emails will be kept and sent by ASI that will act as WS
Secretariat. No sensitive or restricted information will be communicated for this CWA.
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