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Get the most out of the webinar today [E CENELEC

You are
to submit your questions

about us on Twitter @Standards4EU
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Introduction CEN & CENELEC =L

cthorngreen@cencenelec.eu
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European Standardization Organizations

B3 CENELEC ™

CEN - European Committee for Standardization

CENELEC - European Committee for Electrotechnical
Standardization

ETSI - European Telecommunications Standards Institute

- Recognized by European law (EU Requlation 1025/2012)

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 5


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32012R1025

=% CENELEC

Standardization happens at different levels [

»Aim: identical standards in Europe and worldwide
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and CENELEC deliverables

European Standards (EN)
Prime deliverable

Technical Specifications (TS)
Pre-standard

Technical Reports (TR)
Informative document / Guide

Workshop Agreements (CWA)

Document, developed by a Workshop, which reflects
an agreement between identified individuals and

organizations responsible for its contents

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’
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EUROPEAN STANDARD EN 17483-1
NORME EUROPEENNE
EUROPAISCHE NORM June 2021

1C5 03.080.99; 13.310

English Version

Private security services - Protection of critical
infrastructure - Part 1: General requirements

Dispositions de sécurité privée pour la protection des Private Sicherheitsvorkehrungen zum Schutz kritischer
infrastructures critiques - Partie 1 : Exigences Infrastrukturen - Teil 1: Allgemeine Anforderungen
générales

This European Standard was approved by CEN on 23 May 2021.

CEN members are bound to comply with the CEN /CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and
United Kingdom.

L — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2021 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 17483-1:2021E
‘worldwide for CEN national Members.



https://www.cencenelec.eu/european-standardization/european-standards/
https://www.cencenelec.eu/european-standardization/european-standards/types-of-deliverables/
https://www.cencenelec.eu/european-standardization/european-standards/types-of-deliverables/
https://www.cencenelec.eu/european-standardization/european-standards/types-of-deliverables/

Today’s agenda

catherine@coess.eu
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Today’s agenda [E CENELEC

» Discuss If there are physical vulnerabilities arising from
IT systems

» Likewise, find out if there are cyber vulnerabilities
arising from the physical side

» If yes, what should we do about them?
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Definitions {E CENELEC

» Cybersecurity: the activities necessary to protect network
and information systems, the users of such systems and other
persons affected by cyber threats.

»Cybersecurity Act — Regulation 2019/881

» CPS - Cyber-physical Systems: Engineered systems that
orchestrate sensing, computation, control, networking and
analytics to interact with the physical world (including
humans) and enable safe, real-time, secure, reliable, resilient
and adaptable performance.

» From Newsweek Vantage report “Weathering the Perfect
Storm”
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Are cyber-physical threats real? =2 CENELEC

VECTORS OF ATTACK

Which of the following types of security incident has your organization experienced
over past 12 months? Select all that apply

Percentage of survey respondents

WEATHERING THE PERFECT STORM

SECURING THE CYBER-PHYSICAL.SYSTEMS
OF CRITICAL INFRASTRUCTURE

Cyber incursion into IT/data systems

Ul
9

Physical incursion into IT/data systems

o
~

Incursion into OT/control systems via IT/data systems

.............

S eee.  yebieo Physical incursion into OT/control systems

®
Pec)

~J

Physical incursion into non-IT/OT facilities

Ny

Another type of incursion into our O T/control systems

N

w
9
&R

An unintentional incident

We have experienced none of the above
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Cyber-physical: where is the biggest risk? | B2 GENELEC

THE WEAKEST LINKS

Regarding the most serious incident in the past 12 months, please select
the options below that most closely describe the source of the vulnerability.
Select all that apply.

WEATHERING THE PERFECT STORM Percentage of survey respondents

SECURING THE CYBER-PHYSICAL.SYSTEMS
OF CRITICAL INFRASTRUCTURE

IT systems 65

Lack of IT/OT integration

!
N
~l w
=

qﬁ g o Physical access controls 28
.'.57.‘) OT systems
Cloud tools and systems 1
Lack of IT/OT/physical integration 14

Source: Newsweek Vantage
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Reality check =8 CENELEC

FEW FULLY INTEGRATED

Which of the following statements best describes the state of integration between
your organization’s cyber systems and OT/physical systems?

WEATHERING THE PERFECT STORM

T T R Percentage of survey respondents

OF CRITICAL INFRASTRUCTURE »*

All our OT/physical systems are integrated

with externally accessible networks

Some of our OT/physical systems are isolated

Gugzan  SRSR oyl from externally accessible networks, but
' we are in the process of integrating them m

with Cybert/IT systems that are externally accessible

&

None of our principal OT/physical systems
are integrated with externally accessible
digital networks

Source: Newsweek Vantage
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What is the biggest threat? =% CENELEC

ERRANT INSIDERS

Which of the following actors do your consider the biggest threat
to your organization’s operational security? Select up to two.

Percentage of survey respondents

WEATHERING THE PERFECT STORM

SECURING THE CYBER-PHYSICAL.SYSTEMS
| OF CRITICAL INFRASTRUCTURE

Employees (accidental/intentional) 24 28
Cyber-criminal groups 47

Competitors

Former employees

@hiozon|  simens

@

[N
Ul
~]
o
N
%)

Terrorists

Foreign governments or
state-sponsored parties

Activists

Suppliers, contractors or partners
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Your speakers today

© CEN-CENELEC 2022

Johan.gordts@securitas.be

Workshop ’Security in the cyber-physical space’ 2022-02-08
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Aviation Ecosystem

> Multiple stakeholders

> Highly interconnecting
systems

> lIncreasing digitalisation

> loT
> Al
> Open architecture platform

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’
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CPS In aviation

> Merge of cyber and physical
worlds

> Enables remote
management

> Real-time processing

> Optimising processes &
costs

> Improving standard
levels, service delivery
and end user experience
(or PAX experience).

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 17



Essentials of EU AVSEC Cybersecurity [ =5 ceneLee
Regulation 2019/1583 -

» New standards introduced: Reg 2019/1583 amending Implementing
Reg 2015/1998

» Alighed with: Amendment 16 to ICAO Annex 17 (4.9.1 NEW
Standard)

» Subject: revision includes cyber security provisions

» Scope: airports, operators and entities that provide services or
goods

» Date of implementation: 31/12/2021

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 18



Key challenges

> Progress of harmonizing processes of
aviation cybersecurity approach (national/
regional levels);

> Consistency of implementation to avoid
creates different dynamics and effectiveness
at various operational levels;

> Integration approach of OT/ IT and
physical security;

> End-user education. Your system is only
as strong as its weakest link and in
cybersecurity, the weakest link is very often
the end-user.

> Responsibility and liability concerns;

© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08
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The way forward - step by step approach =% CENELEC

» Mapping and prioritising of critical aviation

information and physical systems; _bnnatinrl

: : : system
» Implementation of enhanced risk analysis — new T

risk vectors, including insider threats;

» Focus on training and educational processes that
stresses the importance of cyber security awareness
and measures; 3 : Cyber

security

» Strengthening of aviation cyber security culture at |
all stakeholder levels; | \ A

Mobil@™
devicesd

» Continuously update and implement standards
and legal framework with authorities and
stakeholders including liability issues.

» Launching internal quality control and
compliance measures aiming to ensure regulatory
consistency, detect gaps and reinforce targeted
trainings measures;
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Aviation cybersecurity update [E CENELEC

European
Commission
© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 21




CENELEC

Cybersecurity requirements under the AVSEC framework[

» Regulation 2019/1583 transposed relevant
cybersecurity standards in ICAO Annex 17 by amending
Regulation 201571998 laying down detailed measures
for the implementation of the common basic standards on

aviation security
» Entry into force: 31 December 2021

» Member States and industry have been preparing for the
Implementation of the requirements

» DG MOVE has provided guidance

European ‘
Commission
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1.7.1 of Annex to Reg. 2015/1998 {E CENELEC

» “The appropriate authority shall ensure that airport
operators, air carriers and entities... Iidentify and
protect their critical information and communications

technology (ICT) systems and data from cyber attacks
which could affect the security of civil aviation.”

» General requirement on cyber protection as part of aviation
security

European
Commission
23
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1.7.2 of Annex to Reg. 2015/1998 {E CENELEC

» Airport operators, air carriers and entities shall identify... the
critical ICT systems and data.

» They shall introduce detailed measures to ensure the
protection from, detection of, response to and recovery from
cyber-attacks.

» INn accordance with a risk assessment.

European
Commission
© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 24




11.1.2 of Annex to Reg. 2015/1998 {E CENELEC

» Persons having administrator rights or unsupervised and
unlimited access to critical ICT systems and data..., or having
been otherwise Iidentified In the risk assessment shall be
subjected to

» Background checks

European
Commission
© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 25




11.2.8.1 of Annex to Reg. 2015/1998 {E CENELEC

» Persons implementing the |[cybersecurity] measures shall
have the skills and aptitudes required to carry out their
designated tasks effectively.

» They shall be made aware of relevant cyber risks on a need-
to-know basis.

» Training + access to information (need-to-know)

European
Commission
© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 26




11.2.8.2 of Annex to Reg. 2015/1998 {E CENELEC

» Persons having access to data or systems shall receive
appropriate and specific job-related training commensurate
with their role and responsibilities, including being made
aware of relevant risks where their job function requires this.
The appropriate authority... shall specify or approve the
content of the course.

» Specific training of key staff with access rights + inform
them

» Training to be established or approved by authority

European
Commission
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Transport Cybersecurity Toolkit [E CENELEC

» DG MOVE published a Transport cybersecurity toolkit in all EU
languages (available here)
» Objective is to contribute to higher levels of cyber-awareness in the transport sector
» The toolkit lists practical tips and recommended practices
» It is organized in two levels: Basic and Advanced

» While not its main focus, the toolkit recommends practices
relevant for cyber-physical security:

» Locking physically and digitally all systems and devices if unattended

» Considering physical security as an integral part of an organisation’s cybersecurity
management system

» Implementing access control

European

Commission
© CEN-CENELEC 2022 Workshop ’Security in the cyber-physical space’ 2022-02-08 28

» Revoking credentials upon contract termination



https://transport.ec.europa.eu/transport-themes/security-safety/cybersecurity_en

EN IEC 62443
Cyber Security Standards for Operational Technology

judith.rossebo@no.abb.com
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Cyber Attacks Happen! =% CENELEC

Poison water supply

Destroy industrial
processes

Derail city trams Cause Power outages
with injuries = mIEEE =

m CCCURITY B2 B0 2821 BB:54 PN
= WRERIAD] - MIEE@ A Hacker Tried to Poison a Florida

IPad | Software | Intemet | Security | Govemment | Social Networking | Mobile Phones. |

m GEAR 91112080 81.25 FH Clty's water supply' ofﬁclals say
o SECURITY 6 12 2817 88:88 AM iR, | PR B R T

Polish Teen Hacks His City's Security experts confirm Ukraine power grid ) 16 & 7 T ) | ]__
blackout a ‘coordinated intentional attack’ .Crash Override" The L - -

Malware That Took Down
a Power Grid

-_A,v‘ r—a A el

Detailed analysis by cyber experts at SANS Industrial Control Systems (ICS) has confirmed
that the outage at a Ukrainian power grid was a "coordinated intenfional attack”

“After analysing the Information that has been made available by affected power companies,
researchers and the media it is clear that cyber attacks were directly responsible for power
outages in Ukraine." said Michael Assante. director of SANS ICS.

Sources:

https://www.wired.com/2008/01/polish-teen-hac/
https://www.wired.com/story/crash-override-malware/
https://www.wired.com/story/oldsmar-florida-water-utility-hack/
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EN IEC 62443

F
rm
==

Cyber Security Standards for Operational Technology

b X

» Systematic approach
» Risk based

» Applied across a wide range
of sectors
» Utility grids and systems
» Hydropower facilities
» Offshore wind
» Railway, shipping and aviation

» Building control
» Industrial automation and lloT

-]
=
i
&
&

Photo: https://etech.iec.ch/issue/2020-04/iec-62443-standards-a-cornerstone-of-industrial-cyber-security
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Cyber Security for OT and IT [E CENELEC

» 62443 Is a series of standards being developed by two
groups:

» ISA99 -2 ISA-62443
» IEC TC65/WG10 - IEC 62443 - EN IEC 62443 (CLC/TC65X)

» INn consultation with:
» ISO/IEC JTC1/SC27 > ISO/IEC 2700x = EN ISO/IEC 2700x (JTC13)

™
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|[EC 62443 horizontal standards for OT

-1-1 Terminology, concepts and models

-2-1 Establishing and IACS security program

-2-4 Security program requirements for service providers

-3-2 Security risk assessment for system design

-3-3 System security requirements and security levels Energy

including Nuclear, Power systems

-4-1 Secure product development lifecycle requirements

-4-2 Technical security requirements for IACS components cess

© CEN-CENELEC 2022

People

TC57

Healthcare

IEC 62645

=% CENELEC

Industry Building
including Discrets, Process, Switchgear, Smart including smart
Manufacturing office/home
IEC 63283-3

IECTS 63208

Mability/Transport

including Railway, Automotive

Workshop ’Security in the cyber-physical space’

IEC 62443 BasicStandard for Security
IEC TC65

IEC 62443 profiles can be used

in between to define a subset

2022-02-08

References to standards
———= Existing reference
-------=» Potential reference

33



Thanks for listening!

© CEN-CENELEC 2022

The JOY of Tech-. by Mitrozac & Snoggy

The Internet of ransomware things... 30 BUCKS IN
@ BITCOIN, OR NEXT
TIME I SMEGLt[T
ON STRIKE SMOKE, I Ml
HUNGRY? UNTIL YOUu JUST LET YOU
PAY UP AND SEND MONEY 20 BUCKS SLEEP.
ILL UNLOCK THE NEXT TIME

IN MY PAYPAL

YOU LEAVE, ITLL MY ALARM

. I'LL BE

ACCOUNT SYSTEM IS
OR I‘LL ONLY || (BURNING THE ;U%irsy?g :‘?E?]' GOING TO GO
BREW TOAST IF YOu BACK INTO THE OFF RANDOMLY
DON‘T GET HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
975 NOW! UKNLESS YOU

*DONATE”.
[

voura DIRTY
DISHES CAN

EXCUSE US

. WHILE WE
WIRE MY WAIT, LM PARTICIPATE I’M TURNING
HACKER $100 BUSY MINING IN A DDOS OFF THE
OR I’LL REVERSE BITCOINS. ATTACK,
MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
& TRANSFER,

SEND ME #25 OR
I‘LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERMET-
CONNECTED BROOM/!

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION

WILL BE IN THE
TRASH.

Workshop ’Security in the cyber-physical space’ 2022-02-08
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Question time

© CEN-CENELEC 2022

to submit your questions

You 04:36 PM
When is the next session?

Type your question here...
| Send anonymously

Workshop ’Security in the cyber-physical space’ 2022-02-08
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European Standardization Organizations

Thank you for your participation!

Next webinars
2022-02-28 - Workshop 'Standardisation synergies between civil security, defence and space industries’

2022-03-15 - Cybersecurity Standardisation Conference 2022 (cooperation between ENISA, ETSI, CEN & CENELEC)

2022-04-21 — Workshop ‘Interoperability of security’



https://www.cencenelec.eu/news-and-events/events/2022/2022-02-28-workshop2-security/
https://www.cencenelec.eu/news-and-events/events/2022/2022-03-15-cybersecurity-standardisation-conference-2022/
https://www.cencenelec.eu/news-and-events/events/2022/2022-04-21-workshop3-security/
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