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Figure 5 — Example of a conflicts summary table

Identified conflicts shall be addressed and resolved by the client in consultation with relevant
stakeholders and experts. Conflicts can be resolved by:

a) ensuring compliance with applicable legal requirements (where the conflict primarily arises
because of non-compliance with legislation);

b) implementing technical changes to the security systems and/or changes to the operating
procedures that are applied;

c) negotiating a solution between different STEFi dimensions by following a practical and legitimate
decision-making process, either ending in a majority decision for solving the conflict or in a party

taking responsibilities for potential consequences which may address liability issues.

The client shall document the resolving process for each conflict to ensure transparency for all involved
parties.
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5.4.4 Evaluation report, including conclusions and recommendations

When all the assessment questions in the assessment stage are answered, where applicable with the
assistance of consulted information providers and all identified conflicts are addressed adequately, the
assessment stage will be closed by the project leader.

The project leader shall prepare an evaluation report (Rz), that includes:
— asummary of how the process was conducted;
— the range of stakeholders involved (e.g. number of experts per STEFi dimension);
— all information gathered during the configuration stage;
— the selected assessment questions (including any weighting factors, see Note to 5.4.1);
— the results of the assessment questions:
— answers on the yes/no and qualitative answer type questions;
— the evidence provided to validate the answers;
— the number of assessment questions that remained unanswered;
— type and number of conflicts that were identified;
— the way in which conflicts have been resolved or the way it is planned to solve them and by when ;

— any remaining unresolved conflicts.

NOTE Interim versions of report Rz may be provided to the client on a regular basis during the process in the
evaluation phase. These reports should provide answers given in the assessment stage including the evidence to
validate the answers, as well as a list of questions that have not been answered yet and still need to be taken into
account. The reports should also list any deficiencies and/or conflicts already identified as well as solutions
already provided by the client. On the one hand, they provide the client with an overview of any remaining actions
to take. On the other hand, it assists the evaluation body in monitoring the implementation and the integrity of the
STEFi approach. Any observations or irregularities detected in the course of the work should be communicated by
the project leader in order to support the evaluation in the most constructive way.

Because the confidentiality of information is a crucial aspect, two different versions of the evaluation
report may be prepared, including reduced or extended assessment findings. The characteristics of the
contents are given in Table 3.

Table 3 — The characteristics of the two types of evaluation reports R;

Evaluation Report R; [partial] Evaluation Report R; [overall]

Configuration stage output confidential R; | Configuration stage output confidential Ri
which includes technical information | including technical information plus further
necessary for the evaluation of a security | information, such as uploaded (confidential)
system. information, evidence and stakeholder
participation.

Personal contributions per actor role during | General evaluation (how many assessment
the assessment stage. questions were answered, not answered, fulfilled,
not fulfilled, consultations etcetera to be displayed
in percentage).

If applicable, assessment of potential conflicts | Listing, description and proposal for addressing
within the same STEFi criteria. potential conflicts within and between STEFi
criteria.

Source: Hirschmann, et al,, op cit,, July 2016, p. 32.
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After the views of the client and the experts have been considered and where applicable addressed by
the project leader, the evaluation body submits the final evaluation report to the certification body. The
confidential evaluation outputs R; and R; serve as the basis for a third-party review, decision and
attestation.11

6 Certification

The purpose of the certification phase is to verify whether the evaluation phase has been conducted
according to the applicable requirements (e.g. whether an adequate number and variety of stakeholders
with the required competencies has been consulted, whether all relevant configuration and assessment
questions have been answered, whether all answered questions have been justified and can therefore
be considered to be valid) and whether the requirements related to or derived from the STEFi criteria
have been met.

The audit team shall determine whether the evaluation report(s) are complete (information provided,
evidences given, conflict solutions provided), reliable and conforms with applicable requirements (to be
specified in the future certification scheme). The audit team shall determine the extent to which the
requirements related to the STEFi criteria are fulfilled per dimension taking into account the context
(situation/scenario) in which the security systems are used. The audit team shall determine whether
identified conflicts have been resolved adequately and whether related requirements have been met
taking into account the nature of the conflicts and the main purpose of the use of the system and the
context in which it is used.

NOTE As part of the future certification scheme rules will need to be developed to determine the acceptable
levels of fulfilment of STEFI criteria and conflict resolutions.

The future certification scheme will specify the conditions to determine minor and major conflicts and
the possibility for corrective actions. When the client has submitted the required evidence to verify
completion of any corrective actions, the certification body will review the corrective action statements
and any supplied information for adequacy.

The certificate can only be granted on basis of a positive recommendation of the review of the
evaluation stage, including whether identified conflicts have been addressed and resolved adequately
and when any necessary corrective action have been completed by the client.

11 Hempel, et al,, op. cit.,, October 2015, p. 48.
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Annex A

(informative)

STEFi assessment questions and requirements for video surveillance systems

Overview of STEFi dimensions and core questions

Security dimension

1.

Are there measures in place for assessing possible threats (prior as well
as after the installation of the system) and in further consequence to
adequately address situations involving possible threats?

Are there measures in place to ensure that the video surveillance system
and the operator accurately react to actual security threats?

Are there measures in place to ensure that the video surveillance system
performs as intended in actual situations of an occurring threat and/or
security incident?

Does the video surveillance system pose a risk to users/scrutinized and
who is accountable for the security actions in relation to the device?

Trust dimension

1.

2
3
4,
5

[s the system respectful for users and scrutinized?
[s transparency of the system ensured?

[s the system reliable for users and scrutinized?

[s the system user-friendly?

Does the system offer trust tools?

Efficiency dimension

1.
2.

[s appropriate information on the system provided?

Are appropriate measures implemented to avoid unintended negative
economic effects?

30

3.
4,
5.

Does the system allow for appropriate utilization?
Is interoperability ensured?

Are appropriate lifecycle costs ensured?

Freedom infringement dimension

1.

Does the system respect (in terms of installation/design/operation-use)
the dignity and customs of the scrutinised?

Are due process rights of the individuals affected by the surveillance
system guaranteed?

Are the basic principles of data protection respected by having measures
in place to ensure:

e that personal data processing is lawful, transparent and fair,
e that personal data are only processed for a specified purpose,

e that only the data strictly necessary for a specific purpose are being
processed/stored,

e that personal data processed are accurate,
e the integrity and confidentiality of personal data being processed,

e the accountability of the operator of the system.

The list of questions given in in the table is specific for video surveillance
systems and not exhaustive and can be adapted depending on the specific
system and the context in which it is operated.
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Ref. CRITERION, Attribute | Assessment question Assessment requirement eaauon Wlth SIEIC TS
or regulation
S.1 Are there measures in place for assessing possible threats (prior as well as after the installation of the system) and in further
consequence to adequately address situations involving possible threats?
S.11 RISK, Threats 1. Has a risk assessment been performed | Prior to video surveillance system design, a | EN-IEC 62676-4 2015
prior to the design and installation of the | risk assessment shall be performed, which | (Clause 4.2ff.)
video surveillance system, assessing the | will identify threats and hazards to the | (1SO31000:2009 describes
probability and the impact of threats | premises and assess their likelihood. the principles for the
and hazards on the operational site? | The required security functions for the | carrying out of a risk
[ves/no] mitigation of the threats shall be identified | assessment.)
2. Which issues have been addressed in the | and the video surveillance system will be
risk assessment and have the results of | designed in a way to mitigate the assessed
the assessment been included in the | risks at the specified location and in regard
design and installation of the system? | to the identified threats.
[qualitative]
S.1.2 RISK, Risk grade and | 1. Has the video surveillance system been | The results of the risk assessment shall be | EN-IEC 62676-4 2015
operational assigned to a security grade? [yes/no] used to assign a security grade to the | (ibid.)
requirements 2. Have specific operational requirements | components, sub-systems and functions of | EN-IEC 62676-1-1 Clause 5
been defined for the video surveillance | the video surveillance system. These shall | (p.28f)) gives more details
system and do they explain what it | define the specific operational requirements | on the different security
implies for the system to perform as | - the need, justification and purpose - of the | grades.
intended? [qualitative] system when in operation.
S.1.3 ROBUSTNESS AND | 1. Are measures in place, which can | Camera and system tamper | EN-IEC 62676-4 2015
SYSTEM prevent the attempt of tampering of the | protection/detection (p-28)
INTERFERENCE video surveillance system by intruders? | The camera shall be installed in such a way | Grade requirements under
Manipulation and [ves/no] that it is difficult for an intruder to change | BS EN 62676 Clause 9.13.
Counter-measures 2. How are these measures implemented | the field of view for the camera (e.g. by | p.25
and do they cover physical as well as | installing it in a suitable location/height, | EN-IEC 62676-1-1
virtual/cyber interference attempts? | usage of security fixings, etc.). Clause 6.3 (p.38f) gives
[qualitative] Also the physical and information system | more details on the System
shall be installed in such a way that access | security.
and interference to the system (physical and | EN-IEC 62676-1-2
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation
virtual) is prevented (e.g. by physical and | Clause 12 Network Security
virtual access control systems, assessment | Requirements
of illegal data interference measures). COUNCIL FRAMEWORK
The system shall be inspected in terms of | DECISION 2005/222/JHA,
Robustness and interference on a regular | art.3 and art. 4
basis. ISO/IEC 27001
S.1.4 ROBUSTNESS AND | 1. Are there capabilities to recover from | The video surveillance system shall be able | EN-IEC 62676-4 2015
SYSTEM an incident? [yes/no] to automatically detect interference and | (p.19.)
INTERFERENCE 2. How quickly does the security system | shall issue an alarm in such case. ISO/IEC 27001:2013
Detection and recover from an endangering incident | The video surveillance system shall be able | (A.17.1.2)
Resilience and how are such incidents | to continue operating despite the existence | [SO/IEC 27002:2013
documented? [qualitative] of adverse circumstances (e.g. ability to
continue operating during sudden or
unexpected loss of power for a significant or
defined length of time). The organization
shall establish, document, implement and
maintain  processes, procedures and
controls to ensure the required level of
continuity for the system during an adverse
situation.
S.2 Are there measures in place to ensure that the video surveillance system and the operator accurately react to actual security threats?
S.21 ACCURACY, Sensitivity | 1. Are false indicators/incidents by the | The detection and sensitivity of the video | EN-IEC 62676-4 2015

video surveillance system and/or the
operator taken into account? [yes/no]

2. What measures have been taken to
prevent a  reaction to false
indicators/incidents? [qualitative]

surveillance system and its components
shall be defined by pass/fail criteria based
on resource and risk assessment.

The risk assessment shall include defining
technical and operational details as defined
by the EN-IEC 62676.

Where automatic detection, recognition,
identification is required, the video motion

EN-IEC 62676-1-1

Clause 6.3.2.3 Tamper
protection and detection
EN-IEC 62676-1-2

Clause 4.4.6 monitoring of
interconnections

Home  Office  Scientific
Development Branch CCTV
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation
detector and video content analysis device | Operational Requirement
shall be certified according to its | Manual 2009, Publication
performance requirements for the targeted | No. 28/09 (p.34.).
scenario and environment. ENIEC CDV 62676-5 Image
Quality
IECNWIP 62676-6 VCA
Performance Test alias
‘CAST iLids Ed2.0’
Security  Functions, cf.
CRISP D1.1
S.2.2 ACCURACY, Deviance | 1. Are possible false positives and | Documentation on previously identified | EN-IEC 62676-4 2015
and False positives/ negatives documented? [yes/no] false positives/negatives (for example | (Clause 5.3; Clause 7;
negatives 2. What additional (behavioural) | sensor reacts to pets) shall be maintained | Clause 13).
measures are included to prevent a | and shall include specific instructions on | [ECNWIP 62676-6 VCA
reaction to false indicators/incidents | how the system as well as the operator can | performance Test alias
[qualitative] respond to and avoid such events. ‘CAST iLids Ed2.0’
Where automatic detection, recognition,
identification is required, the video motion
detector and video content analysis device
shall be certified according to its
performance requirements for the targeted
scenario and environment.
S2.3 ACCURACY, 1. Do the security system produce false | Documentation on previously identified | EN-IEC 62676-4 2015
Documentation of false positives/negatives? [yes/no] false positives/negatives (for example | (Clause 5.3; Clause 7;
positives/ negatives 2. What is the procedure to resolve false | sensor reacts to pets) shall be maintained | Clause 13).

positives/negatives? [qualitative]

and shall include specific instructions on
how the system as well as the operator can
respond to and avoid such events.

IECNWIP 62676-6 VCA
Performance Test alias
‘CAST iLids Ed2.0’
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation

S.3 Are there measures in place to ensure that the video surveillance system performs as intended in actual situations of an occurring threat
and/or security incident?

S.31 PERFORMANCE 1. Is the response time of the security | Alarm response EN-IEC 62676-4 2015
Response system ke.pt. to an acceptabl(.e :.;md The signalling indication of an alarm | (p.21)
time/response to specified minimum defined for this site? | condition to the video surveillance system | EN IEC 62676-1-1
incidents [ves/no] Clause 6.2.2.3  Events

What is the response time of the
security system? [qualitative]

shall have priority over other security
events.

It should be defined in the OR whether or
not the operator shall be able to take
manual control of the system, following an
alarm condition, regardless of the degree of
automation.

Documents pertaining the security staff
code of conduct regarding the reporting of
incidents, categorization of incidents and
their consequent response shall be in place
and up-to-date.

System response times

System response times shall be kept to an
acceptable and specified minimum, as per
EN-IEC 62676-4 2015.

In order to minimize response times, image
capture devices, displays, recording devices,
etc. shall be continuously powered and idle,
and the system shall not generate more
information than the operator can
effectively manage.

and event driven activities
EN IEC 62676-1-2 —
Table 4 Video transmission
network requirements

Art. 38 CFREU, art. 114 and
153 TFEU, art. 3 Directive

2001/95/EC

Art. 5 Directive
2001/95/EC

[SO 27001

Automation  of  image

selection requirements can
be found at EN-IEC 62676-
42015 p.21.

Examples of acceptable
system response times can
be found at EN-IEC 62676-
42015 p.21.

EN IEC 62676-1-1 Clause 8
documentation.

EN [EC 62676-1-1
Clause 6.1.3.3 storage

EN IEC 62676-1-2
Clause 4.4.4 level of
performance
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .

or regulation

S.3.2 PERFORMANCE 1. Does the documentation of the security | The operational requirements (OR) of the | EN-IEC 62676-4 2015
Performance as system include the likely operating | video surveillance system shall include:
intended performance or the intended use of the | - the key performance characteristics of

system? [yes/no] the system and its displayed images (e.g.

2. How and what is documented? timescale for operator to view persons

[qualitative] and track their movements throughout
the scene);

- the degree of image detail required for
the observed in each of the live,
recorded and exported views (i.e. it may
be desirable or appropriate for a
different resolution to be used in the live
view than in the recorded view);

- a definition of any image analysis
functionality, together with expected
accuracy and whether this is to be
achieved by the operator or
automatically by the system.

S$.3.3 PERFORMANCE 1. Are there performance review strategies | The operator shall periodically assess the | EN [EC62676-1-1
Performance as in place? [yes/no] intended and actual functionality of the | Clause 6.3.2.3 Tamper
intended 2. What does the performance review | System. These assessments shall be logged | protection and detection.

address and how are issues followed up? | and followed up if the actual function | Local  Ilegislation:  for
[qualitative] doesn’t correspond with the intended | ipnstance UK Security

function documented in the OR. Industry Act 2001

S.3.4 PERFORMANCE, 1. Are there limits to the detection abilities | The size of an object (target) on the display | EN-IEC 62676-4 2015
Performance as of the system? [yes/no] screen shall have a relation to the required | (p.24)
intended 2. What are detection limits? [qualitative] | security function, for example identification, | [JEC/CDV 62676-5 Image

recognition, observation, detection or | Quality Performance -

monitoring. camera devices

The relationship between the camera
resolution and the screen display resolution
shall be considered; if the camera resolution

IECNWIP 62676-6 VCA
Performance Test alias
‘CAST iLids Ed2.0°
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .

or regulation
is not equal to the display resolution, the
displayed scene may not show the expected
amount of detail.

S.35 PERFORMANCE, 1. Are there established mean time period | The mean time between failures shall be | [IEC 61709:2011
Performance as between failures? [yes/no] established based on the components
intended 2. What is the mean time period between | included into the video surveillance system.

failures? [insert number]

S.4 Does the video surveillance system pose a risk to users/scrutinized and who is accountable for the security actions in relation to the
device?

S.4.1 FAIR _DISTRIBUTION |[1. Have the operators/users been | The OR/ of the video surveillance system | EN-IEC 62676-4 2015
OF SECURITY, Safe use undergone adequate training on the safe | shall include specific training information | (p.20)

use of the device? [yes/no] for the operator and shall define the
2. How does the training look like to | required training for each role involved in

guarantee the safe use of the device? | the management and operation of the

[qualitative] system, including awareness training.

S.4.2 ACCOUNTABILITY 1. Are there procedures and policies in | Manufacturer’'s and service provider’s | ISO/IEC PDTR CFREU
AND WITHDRAWAL place addressing issues of accountability | guarantees shall be in place and these | COUNCIL FRAMEWORK
MECHANISMS, of the service provider/product | should include clear instructions on | DECISION 2005/222/JHA,
Counter-measures manufacturer? [yes/no] accountability of both parties. art.5

2. If the video surveillance system shows | Mechanisms for removal of a faulty system | Art. 13 Directive
fails in security, what mechanisms are in | shall be in place. 2000/31/EC
place for removal from the site? General Product Safety
[qualitative] Directive 2001/95/EC
(GPSD).
Directive 2011/83/EU on
consumer rights

S.4.3 END USER SAFETY, [1. Does the video surveillance system pose | Risk assessment and health and safety | (artt 3 and 8 Dir.
Health and security any risk to operators (e.g. due to | assessment of the video surveillance system | 2001/95/EC)
risk electrical properties or mechanical | shall be carried out periodically. General Product Safety

resistance)? [yes/no] Directive  2001/95/EC
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Ref.

CRITERION, Attribute

Assessment question

Assessment requirement

Relation with standards
or regulation

2. How has the risk to persons or
infrastructure been assessed (e.g. broken
device falling on the ground) and
mitigated by appropriate measures?
[qualitative]

(GPSD).
ISO 45001

INVASIVENESS, Health

system as a health threat? [yes/no]

2. If yes, is there a (mandatory or
voluntary) training or education scheme
foreseen to increase awareness of the
possible health impacts of the video
surveillance system to be deployed?”
[qualitative]

T.1 Is the system respectful for users and scrutinized?
T.1.1 | AWARENESS, Training | 1. Is the personnel trained to increase | Reference S.4.1 OK Local legislation: for
awareness of the public on the possible | The OR/Code of conduct of the video | instance UK  Security
impacts of the system? [yes/no] surveillance system shall include specific | Industry Act 2001
2. What kind of training does the | training information for the personnel to
personnel receive and how often? | increase awareness of users on the impacts
[qualitative] of the exposure to the video surveillance
system.

T.1.2 | FEELING OF | 1. Does the use of the video surveillance | The design of the scope and capabilities of a | Article 21 Charter (to be
UNEASINESS , Cultural system leave a feeling of uneasiness | video surveillance system shall be | consistent with Fi2.1)
customs with respect to cultural customs? | developed to minimize its impact on

[ves/no] constitutional rights and values, relating to

2. Under which situation are people | protection of cultural diversity.

compelled to renounce to their cultural

customs? (removal of burka,

discrimination due to function creep of

the video  surveillance  system)

[qualitative]

T.1.3 | PHYSIOLOGICAL 1. Do users perceive the video surveillance | The video surveillance system shall be | Code of practice: BSIA

deployed in a way that with have no impacts
on the health of people (those operating the
system and the scrutinized).

If the video surveillance system is perceived
to have health impacts, there shall be
training or educational activities in place to
increase awareness.

Camera Code of Practice
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation
T.2 Is transparency of the system ensured?
T.2.1 | TRANSPARENT USE, | 1. Is it transparent for users /staff | Upgrades and technological updates of the | Art. 38 CFREU,
Up-to-date procedures members that the systems is constantly | video surveillance system shall be reported. | Art. 169 TFEU,
updated/or checked? [yes/no] Periodic and complete information on the | 5.+ 3 Directive
2. How is this guaranteed? [qualitative] changes shall be released. 2001/95/EC
Reference: E.5.3
T.2.2 | TRANSPARENT USE, | 1. Is the system transparent on the | Transparency of operation, management | EN IEC 62676-4:2014
Clarity operation, management and | and performance of the video surveillance
performance of the video surveillance | system shall be ensured.
system? [yes/no] Any information produced for users shall be
2. Specify the procedure, data and people | provided in clear and understandable terms
involved to ensure transparency | and under a usable format.
[qualitative] Reference: E.1.1
T.2.3 | TRANSPARENT _ USE, | 1. Is there a complaint procedure regarding | An effective procedure for handling | Code of practice: BSIA
Complaints the work of the video surveillance | concerns and complaints from individuals | Camera Code of Practice
system available to public? [yes/no] and organisations about the use of video | No complaint mechanism
2. Including a detailed description of the | surveillance systems shall be provided. | defined in any technical
complaint procedure (handling, | Information about complaints procedures | standard.
receipting,  depositing,  reporting)? | shall be made readily available to the public.
[qualitative]
T.2.4 | TRANSPARENT USE, | 1. Does the end user receive clear and | At handover, clear and concise operating | Code of practice: BSIA
Performance concise operating instructions at | instructions shall be provided to all system | Camera Code of Practice

handover? [yes/no]

2. What is the scope and content of the
operating instructions? [qualitative]

users responsible for operating the system.
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Relation with standards

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation
T.3 Is the system reliable for users and scrutinized?
T.3.1 | RELIABILITY, 1. Does the manufacturer provide a proof of | The video surveillance system manufacturer | Art. 5 Directive
Compliance compliance to the operator with | and the system installer shall provide a | 2001/95/EC
product safety legislation? [yes/no] proof of compliance with the required | EN IEC 62676-4:2014
2. Specify to which legislation the proof | product safety legislation, with particular | Clause 16.5
refers to. [qualitative] attention to installation in public spaces. EN 50133-1
T.3.2 | MAINTENANCE 1. Is the client supported by a sufficient | The operator shall have sufficient and | EN IEC 62676-4
RESOURCES, number of staff for the maintenance of | competent technical personnel to maintain
Deployment/use/ the video surveillance system? [yes/no] | and service all its installations in accordance
maintenance 2. According to which technical standards | with  applicable  technical  standards
(ISO-EN) are the staff certified? | including manufacturers’ instructions.
[qualitative] Reference: T.1.1.
T.4 Is the system user-friendly?
T.4.1 | MAINTENANCE, User | 1. Does the system installer provide | The system installer shall provide adequate | Art. 38 CFREU, Art. 114 and
protection information about the installation, | information on installation, commissioning, | 169 TFEU, Art. 5 Directive
commissioning, operation and | operation and maintenance of the video | 2001/95/EC,  Art. 13
maintenance of the video surveillance | surveillance system. Directive 2000/31/EC.
system? [yes/no]
2. How is this information provided?
[qualitative]
T.4.2 | USER ERROR 1. Does the video surveillance system | The video surveillance system shall be
PROTECTION, User protect operators against making | provided with reliable security measures to
protection errors? [yes/no] mitigate errors and enhance users’
2. What are the processes in place to detect | protection.
errors? [qualitative]
T.4.3 | USABILITY, User 1. Can the video surveillance system also | A usability study shall be conducted in order | Standards for user-centred

protection

be used by less skilled people? [yes/no]
2. How is the system usability ensured?
[qualitative]

to assess the effectiveness, efficiency and
satisfaction of the video surveillance system
for users.

system design.
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Relation with standards

CODES
protection

User

with safety codes or good practices?
[ves/no]

2. Which are these codes of good practices?
[qualitative]

Ref. CRITERION, Attribute | Assessment question Assessment requirement .
or regulation
T4.4 USABILITY, system | 1. Are the video surveillance system | The system installer shall provide | Standards for user-centred
integration functions integrated in order to ensure a | appropriate usability testing of the | system design.
seamless operation? [yes/no] integrated video surveillance system
2. How is the system integration ensured? | requirements.
[qualitative]
T.5 Does the system offer trust tools?
T.5.1 | ENVIRONMENT, User | 1. Is the video surveillance system | The video surveillance system shall be | Art. 114 TFEU
protection respectful with the environment? | tested/designed to operate in order to | EN50133-1
[yes/no] prevent any adverse environmental impact. | gN 62676-4 (Clause 5.3.7,
2. Which are the solutions provided to avoid Clause 6.4.1; Clause 6.5,
an adverse effect on the environment? Clause 12.9)
[qualitative]
T.5.2 | ETHICAL CODES, User | 1. Is there a commitment of the video | The video surveillance system operator | Arts. 3 and 5 Directive
protection surveillance system operator to comply | shall act within the applicable law and only | 2001/95/EC
with a Code of practice? [yes/no] for the purposes for which it is established
2. Report the list of Code of Practices | or which are subsequently agreed in
subscribed by the video surveillance | accordance with a Code of Practice.
operator [qualitative]
T.5.3 | GOOD 1. Is there a commitment of the video | The video surveillance system operator | Arts. 3 and 5 Directive
PRACTICES/SAFETY surveillance system operator to comply | shall comply with the safety codes or good | 2001/95/EC

practice in force in the security sector and
act in good faith with regard to their basic
principles.

E.1 Is appropriate information on the system provided?
E.1.1 | USER MANUAL, | 1. Isauser manual provided? [yes/no] Documentation relating to a video | EN-IEC 62676-1
Availability 2. What user manual is provided and by | surveillance system shall be concise, | chap.8
whom? [qualitative] complete and unambiguous, including
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Ref.

CRITERION, Attribute

Assessment question

Assessment requirement

Relation with standards
or regulation

information to install, put into operation,
operate and maintain a video surveillance
system.

System specification and block diagram incl.
specification of configuration shall include
the items specified in EN-IEC 62676-1 chap.
8.1.

Operational instructions of a video
surveillance system shall be designed to
minimize the possibility of incorrect
operation and be structured to reflect the
access level of the user.

Information on the minimum required
manpower and time shall be given in the
user manual.

If specific requirements (including on
usability) exist for employees who use the
security system, they shall be explained
appropriately by the vendor of the system.

A copy of a user manual shall be provided.

E.1.2

(SYSTEMS)
DOCUMENTATION,

Availability

the video
components

1. Is documentation for
surveillance system
provided? [yes/no]

2. What documentation is provided and by
whom? [qualitative]

Note Levels of efficiency should be clearly
stated, allowing for better comparison
with alternatives.

The client shall ensure that the
manufacturer provides concise, complete
and unambiguous documentation relating to
video surveillance system components.

EN-IEC 62676-1
chap. 8

E.2

Are appropriate measures implemented to avoid unintended negative economic effects?

E2.1

PROTECTIVE

MEASURES TO

1. Are malfunctions and related costs
possible? [yes/no]

Instructions relating to the operation of a
video surveillance system shall be designed

EN-IEC 62676-1
chap. 8.2, chap. 6.2
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ENSURE EFFICIENCY, | 2. What malfunctions and related costs are | to minimize the possibility of incorrect
Possibility of possible and what potential solutions | operation and be structured to reflect the
malfunction are provided if any? [qualitative] access level of the user.
The system status shall be detected,
processed and displayed automatically.
Alarm situations shall be identifiable and
accessible immediately with a consistent
documentation of the event.
Evidence of malfunctions and related costs
shall be provided.

E.2.2 | PROTECTIVE 1. Are misuse and related costs possible? | The video surveillance system shall provide | EN-IEC 62676-1, chap.
MEASURES TO [yes/no] methods for controlled access to data, | 6.3.2.4.4.
ENSURE EFFICIENCY, | 2. What misuse and related costs are taking into account the indicated
Possibility of misuse possible and what potential solutions | authorization level.

are provided if any? [qualitative] Evidence of misuse and related costs shall
be provided.

E.2.3 | PROTECTIVE 1. Is there potential for any unintended | Potential for any unintended negative | -
MEASURES TO negative economic effects of an | economic effects of the system shall be
ENSURE EFFICIENCY, investment in the video surveillance | documented and solutions shall be
Protection measures to system? [yes/no] suggested.
avoid other | 2. What unintended negative economic | Evidence of potential solutions needs to be
unintended  negative effects are possible and what potential | provided or an evidence that guarantees,
economic effects solutions are suggested if any?|that no unintended negative economic

[qualitative] effects are possible.

E.3 Does the system allow for appropriate utilization?

E.3.1 | USABILITY, Based on the system’s documentation (e.g. | Operation of the user interface shall be self- | EN-IEC 62676-1
Ergonomics the information in the wuser manual | explanatory, simple and fast for the

according to EN-IEC 62676-1): operators.

42




CWA 17147:2017 (E)

Ref.

CRITERION, Attribute

Assessment question

Assessment requirement

Relation with standards
or regulation

1. Is the video surveillance system user-
friendly for the operator? [yes/no]

2. What makes it user-friendly? Please
justify your answer. [qualitative]

E.3.2

USABILITY,
efforts

Training

1. Are  training  efforts (including
verification) necessary in order to use
the system? [yes/no]

2. What training efforts are necessary in
order to use the system? [qualitative]

Evidence needs to be provided by checking
availability of training
verifications/certificates.

E.3.3

CUSTOMISATION,
Documentation

1. Is the extent of possible customisation
documented? [yes/no]

2. How and where is
documented? [qualitative]

customisation

The extent of possible customisation shall
be documented and shall be provided as
evidence.

E3.4

CUSTOMISATION,
customer needs

1. Does the video surveillance system
allow customisation (to meet the needs
of the users)? [yes/no]

2. How are the users given the opportunity
to customise the video surveillance
system with a range of devices
according to their needs? [qualitative]

E.4

Is interoperability ensured?

E.4.1

INTEROPERABILITY,
Interfaces

1. Are there interfaces to connect the
video surveillance system with other
systems [as  specified in  the
configuration phase]? [yes/no]

2. Please specify those interfaces and the
information they exchange. [qualitative]

If interfaces to other systems exist, they
shall be controlled, documented and
evaluated in risk assessment.

CLC/TS 50398

E.4.2

INTEROPERABILITY,

Documentation

1. If there are interfaces to connect the
video surveillance system with other
systems, is controlling and
documentation of these interfaces

Documentation and controlling process
shall be provided as evidence.
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provided? [yes/no]

2. How is controlling and documentation
provided/guaranteed? Please explain
the controlling and documentation
process. [qualitative]

E.5

Are appropriate lifecycle costs ensured?

E.5.1

LIFECYCLE
Maintenance

COSTS,

1. Are maintenance costs calculated?

[ves/no]

2. How are maintenance costs calculated?
Please specify the calculated
maintenance costs [insert in Euros]

The video surveillance system shall allow
for efficient maintenance costs.

E.5.2

LIFECYCLE
Components

COSTS,

1. Does the security system allow for the
use of replaceable components?
[yes/no]

2. Which components are replaceable?
[qualitative]

The system shall use
components, wherever possible.

replaceable

E.5.3

LIFECYCLE COSTS,
Technical updates and
upgrades

1. Does the system provider allow
frequent upgrades, technological
updates or other add-ons to the system?
[ves/no]

2. What upgrades, technological updates
or other add-ons are available in which
timeframe? [qualitative]

Upgrades and technological updates shall be
allowed whenever available, in particular if
the system includes software.

E.5.4

ENERGY EFFICIENCY,
Documentation of
consumption

1. Is the energy consumption of the video

surveillance  system  documented?
[yes/no]
2. Where and how is the energy

consumption documented? [qualitative]

Information on the consumption of energy
by the system shall be included in the
system documentation.
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Fi.l Does the system respect (in terms of installation/design/operation-use) the dignity and customs of the scrutinised?

Fi.1.1 | PROHIBITION OF | 1. Does the video surveillance system | The installed video surveillance system | Art. 21 Charter
DISCRIMINATION, categorize the scrutinised based on | (including its operators, installers) shall not | Fundamental Rights EU
Categorization based race, colour, ethnic or social origin, | distinguish between sex, race, colour, ethnic | (national legislation)
on protected genetic features, religion or belief, | or social origin, genetic features, religion or
characteristics membership of a national minority, | belief, membership of a national minority,

property, disability, nationality, age or | property, disability, age or sexual
sexual orientation? [yes/no]. orientation (protected characteristics).

2. Explain the measures taken to prevent
this effect [qualitative].

Fi.1.2 | PROHIBITION OF | 1. Does the video surveillance system treat | The video surveillance system shall not | Art. 21 Charter
DISCRIMINATION, scrutinised individuals less favourably | treat scrutinised individuals less favourably | Fundamental Rights EU
Direct discrimination than other individuals because of a|than other individuals because of a | (nationallegislation)

protected characteristic? [yes/no] protected characteristic.
2. Explain the measures taken to prevent
this effect [qualitative].

Fi.1.3 | PROHIBITION OF | 1. Does the video surveillance system (and | The operation, use and function of the video | Art. 21 Charter
DISCRIMINATION its operation) have the potential to lead | surveillance system shall not instigate | Fundamental Rights EU
Harassment to conduct relating to the protected | harassing activity (activity that violates the | (national legislation)

characteristics, which violates the | dignity of the individual and/or is
dignity of the affected individual or/and | intimidating), by any party within or out of
is intimidating? [yes/no] the organization.

2. Explain the measures taken to prevent
this effect [qualitative].

Fi.1.4 | PROHIBITION OF | 1. Does the video surveillance system | Exposure of disabilities of scrutinised | Art. 21 Charter
DISCRIMINATION, Disa expose disabilities of scrutinised | persons from the use of the video | Fundamental Rights EU
bilities persons? [yes/no] surveillance system shall be avoided. (national legislation)

2. Explain the measures that are in place | The measures implemented by the video
to avoid the exposure of disabilities? | surveillance system shall protect the
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[qualitative] integrity of the person with disability (right
to be treated with humanity and dignity).

Fi.1.5 | PROHIBITION OF | 1. Does the person that complained for | A scrutinised individual that complains for | Art. 21 Charter
DISCRIMINATION, discrimination receive adversely | discriminatory treatment shall not be | Fundamental Rights EU
Victimization treatment? [yes/no] adversely treated than other individuals. (national legislation)

2. What are the measures to prevent such
effect? [qualitative]

Fi.1.6 | PROHIBITION OF | 1. Does the operator provide | The organization shall provide effective | Art. 21 Charter
DISCRIMINATION periodic/regular training and education | training and education of personnel, and | Fundamental Rights EU
Training material to its personnel dealing with | implement internal organisational policies | (national legislation)

the video surveillance system? [yes/no] | to avoid any kind discrimination.
2. What kind of training and education is

provided, to whom and how often?

[qualitative]

Fi.1.7 | PROHIBITION OF | 1. Did the operator perform an equality | The operator shall perform an equality | Art. 21 Charter
DISCRIMINATION, impact assessment? [yes/no] impact assessment before start using the | Fundamental Rights EU
Equality Impact | 2. Which were the questions in the impact | video surveillance system and repeat on an | (national legislation)
assessment assessment and what was the result? | annual basis.

[qualitative]

Fi.1.8 | PROHIBITION OF | 1. Have the competent authorities on | The operator shall consult with competent | Art. 21 Charter
DISCRIMINATION equal treatment and non-discrimination | authorities on equal treatment and non- | Fundamental Rights EU
Prior consultation with been consulted prior to the use of the | discrimination, prior to the use of the video | (national legislation)
authorities video surveillance system? [yes/no] surveillance system, in case of compulsory

2. Which authorities have been consulted | national legislation.
and and how have their
recommendations been implemented?
[qualitative]

Fi.1.9 | PROHIBITION OF | 1. Does the video surveillance system | The design of the scope and capabilities of a | Art. 21 Charter
DISCRIMINATION impact on fundamental rights of the | video surveillance system shall be
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Respect for cultural people? [yes/no] developed to minimize its impact on
customs 2. Under which situation are people | fundamental rights and values related to

compelled to renounce their cultural | cultural customs.

customs? (removal of burka,

discrimination due to function creep of

the video  surveillance  system)

[qualitative]

Fi.2 Are due process rights of the individuals affected by the surveillance system guaranteed?

Fi.2.1 | DUE PROCESS, | 1. Does the operator provide processes | The operator shall provide processes (such | Art. 47  Charter  of
Deadlines and and reasonable time-framework for the | as complaint mechanisms) that guarantee | Fundamental rights - right
processes scrutinised to object or appeal against | reasonable time framework, so that the | to an effective remedy and

the video surveillance system as a | scrutinised individuals can decide wupon, | to a fair trial.
security measure? [yes/no] object or appeal against the security
2. Document the processes in place. | measure.
[qualitative]
Fi.3 Are the basic principles of data protection respected by having measures in place to ensure:

e that personal data processing is lawful, transparent and fair,

e that personal data are only processed for a specified purpose,

e that only the data strictly necessary for a specific purpose are being processed/stored,

e that personal data processed are accurate,

e the integrity and confidentiality of personal data being processed,

e the accountability of the operator of the system.

Fi.3.1 | PERSONAL DATA, | 1. Is there adequate legal ground for the | Personal data shall be processed by the | Art5.13, 6,7, 8,9 GDPR,
Lawfulness, fairness operation of the video surveillance | video surveillance system lawfully, fairly | Provisions in  national

and transparency

system, is the operation of the system
done fairly and in a transparent manner
in relation to the data subject? [yes/no]

2. What are the legal provisions and or
written elaborations of the legal ground

and in a transparent manner in relation to
the data subject,

?[qualitative]

legislation (if existing).
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Fi.3.2 | PERSONAL DATA, | 1. Is the operation of the video | Operator of the video surveillance system | Art. 12-14 GDPR
Information to data surveillance system transparent to the | (data controller) shall provide data subject
subject individuals, are they adequately | with relevant information on processing of
informed about it? [yes/no] personal data in line with conditions from
2. Where are the notices displayed, are | GDPR Articles 12-14.
they visible, readable and
comprehensive? [qualitative]
Fi.3.3 | PERSONAL DATA, | 1. If consent is required for processing of | Operator of the video surveillance system | Art 7, 8 GDPR
Consent as legal personal data for a particular use case | (data controller) shall meet the conditions
ground for processing of the video surveillance system, does | for consent from GDPR Article 7 and 8.
the consent meet the requirements for
consent from GDPR Article 7 and 87
[ves/no]
2. What evidence does the controller
maintain to demonstrate acquired
consent? [qualitative]
Fi.3.4 | PERSONAL DATA, | 1. If special categories of data are | Processing of special categories of personal | Art. 9 GDPR
Processing of special extracted from video images and are | data by the video surveillance system shall
categories of personal further processed, are the conditions for | be in line with conditions from GDPR Article
data processing of sensitive data from the | 9.
GDPR Article 9 met ? [yes/no]
2. Which safeguards for protection of
sensitive data are employed?
[qualitative]
Fi.3.5 | PERSONAL DATA, | 1. Is the individual subjected to a decision | Automated individual decision-making, | Art 22 GDPR
Automated individual based solely on automated processing, | including profiling done by the video

decision-making,
including profiling

including profiling, which produces
legal effects concerning him or her or
similarly significantly affects him or
her? [yes/no]

2. What

is the basis for such data

surveillance system shall be in line with
conditions from GDPR Article 22.
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processing (from Article 22(2) and what
measures are in place to safeguard the
rights and interests of the individuals
concerned? [qualitative]
Fi.3.6 | PERSONAL DATA, Joint | 1. Are more legal persons involved in the | Where two or more controllers jointly | Art 26 GDPR
controllers processing and/or use of the video | determine the purposes and means of
surveillance system? [yes/no] processing, the processing shall be in line
2. How are the roles defined and shared with conditions from GDPR Article 26.
among such controllers?/qualitative]
Fi.3.7 | PERSONAL DATA, | 1. If processing (or any part of) of video | Where processing by the video surveillance | Art 28 and 29 GDPR
Processors surveillance is outsourced to a | system is carried out on behalf of a
processor or sub-processor 1is the | controller, the processing shall be in line
processing in line with conditions from | with conditions from GDPR Articles 28 and
GDPR Articles 28 and 297 [yes/no] 29.
2. Which are the guarantees provided by
the processor or sub-processor which
operate on behalf of the controller?
[qualitative]
Fi.3.8 | PERSONAL DATA, | 1. If video material or the personal data | Transfers of personal data processed by | Art44-49 GDPR
Transfers of personal extracted from it is transferred to third | video surveillance system to third countries
data to third countries countries are these transfers in line with | or international organisations shall be in
or international conditions from GDPR Articles 44-49? | line with conditions from GDPR Articles 44-
organisations [ves/no] 49.
2. What is the basis of such transfer
(provide documentation, DPA decisions,
contractual clauses, etc.) and which
procedures are in place to monitor
lawful transfer of personal data?
[qualitative]
Fi.3.9 | PERSONAL DATA, Data | 1. Does the operator have the necessary | Operator of the video surveillance system | GDPR:
subjects rights and policies and procedures in place in | (data controller) shall be able to execute | « Art15
restrictions order to execute individual’s requests in | data subject’s rights in line with conditions
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e toaccess due time and scope whilst respecting | from GDPR Articles 15-21. Restrictions of | « Art16
e to rectify possible restrictions of individual’s | data subject rights, provided by Union or | « Art17
« to erasure (‘right to rights? [yes/no] member State by way of a legislative | , A/t 18
be forgotten") 2. Which procedures are in place to ensure | measure, shall be respected e Art 20
e to restriction of timely and adequate execution of data . Art21
processing subjects rights? [qualitative] . Art. 23
¢ to data portability
¢ to object
Fi.3.1 | PERSONAL DATA, | 1. Are the purposes of processing of video | The video surveillance system shall collect | Art 5.1b GDPR
0 Purpose limitation footage clearly defined and limited? | personal data for specified, explicit and | Provisions in national
[ves/no] legitimate purposes and these shall not be | Jegislation (if existing).
2. How is the purpose limitation principle | further processed in a manner that is
implemented in practice (provide | incompatible with those purposes.
evidence of documentation, internal
policy, etc.)? [qualitative]
Fi.3.1 | PERSONAL DATA, Data | 1. Is the scope of surveyed area minimized | Personal data processed by the video | Art5.1c GDPR
1 minimization in relation to the purposes? Are | surveillance system shall be adequate, | Provisions in national
technical and/or organisational | relevant and limited to what is necessary in | Jegislation (if existing).
measures in place in order to limit the | relation to the purposes for which they are
scope and duration of surveillance? | processed.
[ves/no]
2. Is there a documented data protection
impact assessment covering data
minimization principle? [qualitative]
Fi.3.1 | PERSONAL DATA, | 1. Is the retention limit of video footage | Personal data processed by the video | Art5.1e GDPR
2 Storage limitation and/or the personal data potentially | surveillance system shall be kept in a form | Provisions in  national

extracted form it clearly defined? Does
the retention time reflect the minimum
time that is necessary for the purposes
for which the personal data are
processed? [yes/no]

which permits identification of data subjects
for no longer than is necessary for the
purposes for which the personal data are
processed.

legislation (if existing).
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e ISO/IEC 29000- series Information technology - Security techniques1®

e EU Charter of Fundamental Rights16 (Arts. 7, 8, 21, 24, 25, 45, 47,48, 49)
e European Convention of Human Rights17 (Arts. 6, 7, 8, 13, 14)

e  General Data Protection Regulation (GDPR) 679/2016

e  General Product Safety Directive (GPSD) 2001/95/EC

e Directive on electronic commerce, 2000/31/EC of the European Parliament and of the Council of 8
June 2000 on certain legal aspects of information society services, in particular electronic
commerce

e Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks against information
systems

e Consolidated version of the Treaty on the Functioning of the European Union

14 See website of ISO/IEC’s relevant committee ISO/IEC JTC 1/SC 27 - IT Security techniques: 1SO, “Standards
catalogue. ISO/IEC JTC 1/SC 27 - IT Security techniques, no date.
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=45306.

15 See website of ISO/IEC’s relevant committee ISO/IEC JTC 1/SC 27 - IT Security techniques: I1SO, “Standards
catalogue. ISO/IEC JTC 1/SC 27 - IT Security techniques, no date.
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_tc_browse.htm?commid=45306.

16 Official Journal of the European Union, Charter of Fundamental Rights of the European Union, 2012/C 326/02,
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:12012P/TXT&from=EN.

17 European Court of Human Rights, Council of Europe, European Convention on Human Rights, amended by the
provisions of Protocol No. 14 (CETS no. 194), https://ec.europa.eu/digital-single-market/sites/digital-
agenda/files/Convention_ENG.pdf.
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