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Figure 5 — Sensor Information Entities 

6.3.2 RISEN sensor event entities 

These entities represent data (or events) generated by the RISEN sensors. It comprises a central entity 
named "SensorEvent" that provides fields common to sensor data, such as timestamp and context. A 
sensor can generate multiple SensorEvents. 

Several entities are created representing specific sensor data related with, for example, operational 
status, battery level, calibration and measurements. In practice, these entities "extend" the SensorEvent, 
inheriting its fields and adding new ones to address needed specificities. 
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Entity Fields Description 

SensorEvent id: unique identifier (auto) 
external_id: string (may refer to an 
identifier external to RISEN) 
timestamp: date and time in 
ISO 8601 format (e.g., 2021-01-
01T12:05:10+00:00) 
user_label : string 
location: LocationEvent 
context: string (may contain 
additional information in arbitrary 
format) 
case_event: link to CaseEvent 
source: link to Sensor 

Describes common fields in a 
sensor data event. 

SensorEventParameter id: unique identifier (auto) 
parameters: json 
measurement_quality: int (0: none, 
1: lowest, 5: highest) 

Describes a sensor's parameters 
related with a specific 
measurement (sensor event). 
Since parameters are sensor 
specific, this field contains a json 
structure with an arbitrary 
structure. 

SensorStatusEvent status: string (generic 
representation of a sensor status. 
See its subclasses) 

  

OperationalStatusEvent status: sets as enumeration to: 
Offline, Idle, Warm Up, Calibrating, 
Standby, Acquiring(Active), Error, 
Unknown 

Describes a sensor's operational 
status. 

BatteryLevelEvent status: sets as enumeration to: On 
Battery, On Power, Unknown 
level: double [0.0 … 1.0] 

Describes a sensor's battery 
status. 

CalibrationEvent status: sets as enumeration to: Not 
calibrated, Calibrated, Need to 
recalibrate, Unknown 
message: string (max. 3000 chars) 

Describes a sensor's calibration 
status. 

MeasurementDetectionEv
ent 

data_detection: list of detected 
substances with respective 
probability 

Describes a sensor's 
measurement detection. 

MeasurementCategoryEv
ent 

category_data: data for a category 
(data series) chart, allowing 
multiple ordinate values. 

Describes a sensor measurement 
in multiple dimensions. 
Format based on C3 
(https://c3js.org/) or HDF. 

https://c3js.org/
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Entity Fields Description 

MeasurementXYEvent xy_data: data for a X-Y chart, 
allowing multiple ordinate values. 

Describes a sensor measurement 
in two dimensions, where the x-
axis refers to a scale. 
Format based on C3 
(https://c3js.org/). 

MeasurementTimeseriesE
vent 

timeseries_data: data for a 
timeseries chart, allowing multiple 
ordinate values. 

Describes a sensor measurement 
in timeseries. 
Format based on C3 
(https://c3js.org/). 

DensityMapEvent data_density: 3 dimensional matrix 
in json array format. 

Describes a sensor measurement 
as a density map. 
Format based on Plotly 
(https://plotly.com/javascript/he
atmaps/) 

FileEvent id: unique identifier (auto) 
filename: string representing name 
of the file associated with the file 
(optional) 
mime_type: as per IANA IETF RFC 
6838 (see 
https://datatracker.ietf.org/doc/ht
ml/rfc6838) Examples: 
application/pdf ; model/vrml 
raw_data: file data (in base64) 

Generic representation of a file. 
Note that it can also represent 
images and 3D models. 

6.4 Ancillary entities 

These represent additional information used by other entities. These include a location entity (with 
global and relative coordinates, including orientation), and a log message entity (allowing recording a 
message). 

 

Figure 6 — Ancillary Entities 

https://c3js.org/
https://c3js.org/
https://plotly.com/javascript/heatmaps/
https://plotly.com/javascript/heatmaps/
https://datatracker.ietf.org/doc/html/rfc6838
https://datatracker.ietf.org/doc/html/rfc6838
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Entity Fields Description 

Location id: unique identifier (auto) 
timestamp: date and time in UTC 
(ISO8601 format) 
external_id: string (may refer to an 
identifier external to RISEN) 
Global Coordinates: latitude (number), 
longitude (number), altitude (number) 
Local (relative) Coordinates: x 
(number), y (number), z (number), roll 
(number), pitch (number), yaw 
(number) 

Describes the location of events or entities. 
Uses global and local coordinates. 

LogMessage id: unique identifier (auto) 
timestamp: date and time in UTC 
(ISO8601 format) 
level: enumeration: debug, 
information, warning, error, critical 
description: string (max. 3000 chars) 
source_id: integer (used to refer to link 
an existing entity) 

Generic class used to log messages from 
sensors (or any other sources). 

7 RISEN Sensor API Specification 

7.1 General 

The RISEN Sensor API is specified using the OpenAPI Specification (OAS) [ref-OAS]. Documentation can 
be generated directly from source-code, reducing time to develop and produce documents, while also 
keeping source code and documentation synchronised. 

The RISEN Sensor API follows a similar structure as the sensor categories defined in section 4, 
specifically: 

— Authentication: representing interfaces related with authentication. 

— Sensor Events: representing interfaces related with sensors status and measurements. 

7.2 Authentication 

This provides interfaces related with authentication in the RISEN System, including login, logout and 
retrieve information related with the logged user. The interfaces support GET and POST operations. 

A user is authenticated by performing a “login” sending valid credentials information. 

 

Figure 7 — Authentication 
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7.3 Sensor events 

7.3.1 General 

This provides interfaces related with sensor events. It can be used to send sensor measurements and 
status information. It supports POST operations. 

 

Figure 8 — Sensor Events 

Each sensor event interface has a specific associated entity. It is required to provide the sensor identifier 
(i.e., sensor_external_id) as part of the POST operation. 

Entities used in sensor events are presented in the following paragraphs. 
7.3.2 Operational status 

{  
"external_id": "string",  
"timestamp": "2021-01-01T12:05:10+00:00",  
"user_label": "string",  
"context": "string",  
"status": "Offline"  

} 
 
NOTE 1 "status" is the enumeration: [ Offline, Idle, WarmUp, Calibrating, Standby, Acquiring, Error, Unknown ]. 

7.3.3 Battery level 

{  
"external_id": "string",  
"timestamp": "2021-01-01T12:05:10+00:00",  
"user_label": "string",  
"context": "string",  
"status": "On Battery",  
"level": 0  

} 
 
NOTE 1 "status" is the enumeration: [ On Battery, On Power, Unknown ]. 

NOTE 2 In case the sensor does not provide battery level information, the field "level" should not be included or 
should be filled with "null". 
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7.3.4 Calibration level 

{  
"external_id": "string",  
"timestamp": "2021-01-01T12:05:10+00:00",  
"user_label": "string",  
"context": "string",  
"status": "Calibrated",  
"message": "Calibration completed OK."  

} 
 
NOTE 1 "status" is the enumeration: [ Not Calibrated, Calibrated, Need to Calibrate, Unknown ]. 

NOTE 2 "message" is an optional arbitrary text provided by the sensor. 

7.3.5 Location 

{  
"timestamp": "2021-01-01T12:05:10+00:00",  
"latitude": 0,  
"longitude": 0,  
"altitude": 0,  
"x_pos": 0,  
"y_pos": 0,  
"z_pos": 0,  
"roll": 0,  
"pitch": 0,  
"yaw": 0  

} 
 
NOTE Some fields might be omitted if their value is not known. 

7.3.6 Measurement 

The measurement endpoint can be used to send sensor measurements, which can contain one or more 
measurement events. Moreover, information concerning the applicable sensor parameters should also 
be included under “parameters”. 

"measurement": { 
    "user_label": "Text", 
    "parameters": json, 
    "data_detection": [ 
      { 
        "title": "Title", 
        "description": "Description", 
        "substance_label": "Label", 
  "probability_label": "Probability", 
        "note": "Note.", 
        "substances": [ 
          { 
            "substance": "Formaldehyde", 
            "code": "CAS:50-00-0", 
            "probability": 0.6 
          }, 
          { 
            "substance": "Cocaine", 
            "code": "CAS:50-36-2", 
            "probability": 0.3 
          } 
        ] 
      } 
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    ], 
    "data_xy": [ 
      { 
        "title": "Title", 
 "description": "Description", 
        "x_label": "Time (seconds)", 
 "y_label": "Intensity (unit...)", 
        "x_accuracy": 0.1, 
        "y_accuracy": 0.1, 
        "x": "x", 
        "columns":[ 
           [ "x", x_data ], 
           [ "Measurement A", A_data ], 
           [ "Measurement B", B_data ], 
          ] 
      } 
    ], 
    "data_timeseries": [ 
      { 
     "title": "Title", 

"description": "Description", 
       "t_label": "Time (seconds)", 

"y_label": "Intensity (units...)", 
       "t_accuracy": 0.1, 
     "y_accuracy": 0.1, 
     "t": "t", 
     "columns": [ 
          [ "t", t_data ], 
          [ "Time window 1", time1_data ], 
          [ "Time window 2", time2_data ] 
        ] 
      } 
    ], 
    "data_category": [ 
      { 
    "title": "Category", 

"description": "Results per category", 
       "category_label": "Substances", 

"y_label": "Result", 
        "category": "category", 
        "category_accuracy": 0.1, 
        "y_accuracy": 0.1, 
        "columns": [ 
          [ "category", "A", "B" ], 
          [ "data1", data1 ], 
          [ "data2", data2 ] 
        ] 
      } 
    ], 
    "data_densitymap": [ 
    { 
      "title": "Density Map", 
      "description": "Description", 
      "columns": [  
        [ entry_1_with_3_values ], 
        [ entry_2_with_3_values ], 
 ... 
      ], 
      "x_label": "X label (unit)", 
      "y_label": "Y Label (unit)", 
      "density_label": "Density Label" 
      } 
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    ], 
    "location": { 
      "latitude": 38.71667, 
      "longitude": -9.13333, 
      "altitude": 0.0, 
      "x_pos": 0, 
      "y_pos": 0, 
      "z_pos": 0, 
      "roll": 0, 
      "pitch": 0, 
      "yaw": 0 
    } 
} 
 

NOTE 1 A measurement record can contain different and multiple types of data (e.g., one data_detection entry 
and two data_timeseries entries). 

NOTE 2 Fields “Title” and “Description” should be used to provide specific information concerning the provided 
data, such as “Detection”, “Spectrum” and “Chromatogram”. 

NOTE 3 Whenever applicable, in a metric label it is recommended to include unit information inside brackets. 
For example “Time (seconds)”. 

NOTE 4 For classification purposes it is recommended to use international nomenclature and codes for chemical 
substances and biological agents. For example, substance “Acetone” would include its international code “cas:67-
64-1” or “ec:200-662-2”. The following sources were used in RISEN: 

— EC ECHA: https://echa.europa.eu/information-on-chemicals/ec-inventory 

— GESTIS Substance Database: http://www.dguv.de/ifa/gestis-database 

— GESTIS list of biological agents: http://www.dguv.de/ifa/gestis-biological-agents 

— CAS Registry: https://commonchemistry.cas.org 

8 Conclusion 

As part of the RISEN Action and with the support of the German Institute for Standardization (DIN), the 
CEN Workshop Agreement was launched to produce the document “CBRNe SENSOR API — Network 
protocols, data formats and interfaces”. This document defines the application programming interface 
(API) as a mechanism that allows sensors, as well as software components in general, to operate with a 
compliant remote server in a modular way. By following the RISEN API specifications, any authorised 
component can seamlessly connect to and exchange information with the RISEN System. 

This document started by presenting the API overall architecture and possible deployment options, thus 
setting the frame to describe proposed data models and detailed specifications, which can be followed by 
sensor manufactures to produce compliant products. 

The API was designed to be modular, extensible and interoperable. For its specification, widely adopted 
and open Internet-based standards and technologies, thus facilitating its incorporation in sensor systems. 

It is the intent of this API to evolve over future versions, including the incorporation of new interfaces, 
new data types, domain taxonomy and explore additional technologies, like the use of message brokers 
based on the publish-subscribe paradigm to enable event-driven processing. 

https://echa.europa.eu/information-on-chemicals/ec-inventory
http://www.dguv.de/ifa/gestis-database
http://www.dguv.de/ifa/gestis-biological-agents
https://commonchemistry.cas.org/
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