= CENELEC =@ )

CEN-CENELEC-ETSI Smart Grid Coordination Group

November 2012

CEN-CENELEC-ETSI Smart Grid Coordination Group

Smart Grid Reference Architecture



= CENELEC ETSIC)

Contents Page
Main changes in thiS VEISION ...
FOTBWOIT
1 ST o o o =P PTPPTT
1.1 HOW t0 USE the dOCUMEBNL.... .. e e e e et e e e e e e e e eeeeena e e eeeeas
1.2 Approach to the problem dOmaiN...............uuiuiiiiiiiiiii e
1.3 Outcome: an architecture framework and a mapping methodology ........cccooeeeeviiiiiiiiieeneeen..
1.4 Main target audience: Standardization Technical Committees ...........cccoveeeviiiiiiiiiiiieinn e,
1.5 Whatis not in the scope Of thiS dOCUMENT ...........uuiiiiiiiiiiiiiiiiiiiiiiie e
2 R BT EINC S .o
3 Terms and defiNitiONS ... e e e e a e 11
4 Symbols and abbreViations ... 12
5 EXECULIVE SUMMAIY ... e e e e e ettt s e e e e e e e e e ettt e s e e e eeeee ettt e aeeaaes 14
6 Conceptual Model and Reference Architecture PrinCiples .......cccccovvvviiiiiiiiiiiiiiiiiiiiiiinen, 17
6.1 Motivation for Conceptual Model and Reference Architecture .........ccccoooevvvviiiiiiiiieeeeceeinn, 17
6.2 Requirements for the M/490 Reference ArChiteCture ..., 17
LSRG T O] aTet=T o 11 F= 1N 1Y/ (oo 1= E P UUUPPPPRRPIN 18
LT 8 A 11 Yo 11 ox 1T o PRSPPI 18
6.3.2 Approach and REQUITEMENTS ........coiiiiiiiiiiiiiiiiiiiieeiee ettt 19
6.3.3 An EU extension of the NIST MOEL.........c.cooiiiiiiiiiiii e 20
6.3.4 The FIeXibility CONCEPL......oviieei i e et e e e e e e e arraaaes 22
LR ST O o] T 11 ] T o PP 22
6.4 Reference ArchiteCture VIEWPOINTS........coooii oo 22
7 The Smart Grid Architecture Model (SGAM) Framework .........cccoovveieriiiiiiiiiiiiieeeeeeeinnn 24
7.1 Interoperability in the context of the Smart Grid...........ccoooeeeeeeeieeeee, 24
A0 N R 1= = - 1 24
4% 2 1= ] 71T o 24
7.1.3 Interoperability Cat@QOIIES ......ciiie i e e e e e e ee s 24
7.2 SGAM FrameWork EIEMENTS ......couuiiiiiiii ettt e e et e e et e eeeara e eeens 26
FA R CT=T 1= - | DU SPPPPRRUPPINt 26
7.2.2 SGAM Interoperability LAYErS ... 26
7.2.3 SGAM - SMart Grid Plan@........oooo e e e 27
7.2.4 SGAM DOMAINS ... .ccuuiiiiiiiie et e e e e e et tie e e e e et e e e e et e e e e ettaeeesstaaessstanaeassranaaaaens 28
T.2.5 SGAM ZONES ...ttt e e e e e e e et e e e et aaaaaa 29
7.2.6 SGAM FrameEWOTK ......coieiiiiiiiiie e e et e e e e e e e e et a e e e e e e e eeeeennnns 30
7.2.7 Cross-cutting ISSUES anNd SGAM .......ccoviiiiiiiiiiiiiiiiiiiiieeieeeeeeeeee ettt 31
7.3  The SGAM MethOdOIOgY ......ccooeeeeeeeeeee e 33
A 70 R CT= = -1 ST 33
A T 11 o o] =P STR 33
7.3.3 Mapping of use cases to SGAM frameWOrK ... 34
7.3.4 Mapping the business layer with the lower SGAM layers............vvvviiiiiiiiiiiiiiiiiiiiinnn, 36
8 Reference Architecture EIMENTS ... 38
8.1 BUSINESS ArCIItECIUIE .. ..o 38
8.1.1 ROIES & BCLOIS ..eeiiiiiiiiiiiiiiiiii ittt ettt ettt ettt e et e et et e 40
8.1.2 BUSINESS FUNCHONS. ... e e e e e e e e et a e e e e e e e e eeenannes 40
8.1.3 BUSINESS SEIVICES ....eiiieiiiiiiaet e e e eeeeeett s e e e e e e e et a e e e e e e e eeaeen e e s e e aeeeeeentnn e e e eeeeeeeennnnnnnns 41



= CENELEC ETSIC)

8.1.4 BUSINESS PrOCESSES .. .cieeiiiiiiiii e e ettt e et e e e e e ettt e s e e e e e e e e aaatnaa e e e e eeeeeenennnnns 41
8.1.5 MethodolOgy/ PrOCESS ......ovviiiii i e e et e e e e e e e aaraaes 41
8.2  FUNCHIONAl ArCNITECIUIE ... 43
S T R CT= = - 1S 43
8.2.2 Functional Architecture Meta-model............cooooiiiiiiii e 43
8.2.3 Smart Grid Functional ArChiteCIUIE ............evviviiiiiiiiiiiiiiiiieeeeeeeee e 44
8.3 INfOrmation ArChILECIUIE .....cciieieiieie et e e e e e e eeaae e e e e eeeeeenee 46
S 0 700 R 1= = - 1S 46
8.3.2 INtegration tECNNOIOQY.........uuiiii e e e e e et e e e e e e e enaaa s 46
8.3.3 DAA MOUEIS ...ttt 47
S TR T N [ 1 = 1 = T =S 48
8.3.5 LOQICAl INTEITACES......ccc i e e e e e e e e e e e aar s 49
8.4 Communication ArChItECIUIE .......ccooeeeeeeeee e 50
8.4.1 RECOMMENUALIONS ... .ceiieeiitiiees e e e ettt e e e e e et r s e e e e e e e e aae s e e e e e e eeeaetaanaaeeeeeeensnnnnnss 50
8.4.2 Smart Grid SUD-NEIWOIKS ......uiiiie i e et e e e e e ee et a s e e e e e e eeeneennnes 51
8.4.3 Applicability statement of the Communication Technologies to the Smart Grid
SUD-NEIWOIKS.....cceeeeeee e 54
Annex A Background Archit@Cture WOTIK .........uoiii oo 56
)N R @ L o] [=Tox 11V o) T ESIR= ] 0 T= R 56
A.1.1 Aspects of a Common View: evolvability, simplicity and reuse of building blocks.......... 56
A.1.2 Clarification of views: power vs. communication; applications vs. services ................... 57
A.2 Relationship to exXisting ArChIitECIUINES .........cciiiiiiiiie e e e 58
A.3 Overview of one possible RA lifecycCle-model ..............uuuuiiiiiiiiiiiiiiiiiiiiiiiieeii. 58
ANNEX B MOAEI MAPPINGS .ot e e e e e s e e e e e e e e e et e e e e e e e e eeraraan s 60
B.1  CONCEPLUAI MOUEN ... 60
B.2  SGAM FrAMEWOIK ... .eeetteetteuueeeaeeeeeasaessaeseseeesaseessesssssessesssessessssssssssssssssssssssssssssssssssnsnnnnnnns 60
B.2.1 Quality of interoperability ............uuuiiii i 60
B.2.2 Specific qualities of interoperability: “Plug-and-play” and “Interchangeability” ............... 61
B.2.3 Standard profiles — a measure to increase the quality of interoperability ...................... 61
B.2.4 SGAM Mapping EXamPIe......coooiiiiiii e 61
B.2.4.1 USE CaASE ANAIYSIS .. ..o 61
B.2.4.2 Development of the COMPONENt LAYE ......ccooeeeeeieeeeeeeeeeeeeeeee e 67
B.2.4.3 Development of the BUSINESS LAYEN ........uueiiiiiiiiiieice e 68
B.2.4.4 Development of the FUNCLON LAYET...........uceiiiiiiiiieiee e 69
B.2.4.5 Development of the INformation LaYer.........ccooeeeiiieeeeeeeeeeeeeeeeeee e 70
B.2.4.6 Development of the Communication Layer..............uiiieiiiieiiiiiiiiiiiie e 72
B.2.5 Relation of SGAM framework to Architecture Standards.............cccoviiiiiieiiiiiiiiiie e, 73
B.2.6 Examples and Mappings of existing SOIUtIONS ..........coooevieieeieie e 78
B.2.6.1 Example: ETSI “M2M Architecture” ..., 79
B.2.6.2 Example: IEC SG3 “Mapping Chart’.........ccoooiii i 79
B.2.6.3 Example: IEC TC57 “RA for Power System Information Exchange” ........................ 80
Bl 2. 7 FINOING S oo 81
B.2.8 Mapping of bUSINESS tranSaCiONS ........cooiiiiiii e 81
Annex C Business Architecture and Conceptual Model ..., 83
C.1  Conceptual MOUEI .......coo i 83
O 01 [ 01 { fo o [T o o FRP PSP PPOPRPPPINt 83
(O I o 111 o ] o= LI o o] (=)« ST 84
C.1.3StartiNg PrINCIPIES ....cceveiiiiiiiiiiiiiiiii ettt 86
C.1.4 European Conceptual Model of Smart Grids.........ccooeeeeeiiiiiiiiiiii e 88
C.1.4.1 Alternative Figure: European Conceptual Model for the Smart Grid ............cccevveeeee. 90
O G N T [T =T o USSR 91
C.1.5.1 Alignment with the EU flexibility CONCEPL ........ovveiiiiiiiiice e, 91
C.1.5.2 Alignment with SG-CG/SP on Sustainable Processes............cccvvvevvviiiiiieeeeveeiiiinnnnn. 92
C.1.5.3 Alignment With NIST, SGIP, SGAC .....cooviiiiiiiiiiiiiieeeeeeeeeeeeeeeee ettt 92
C.1.5.4 Alignment with Harmonized Electricity Market Role Model ............cccccooeiiiiiiiiiiiinnnnnn. 92



= CENELEC ETSIC)

C.1.5.5 Alignment with EU market model developments (EG3) .........ccovvvviiiiiiiiiiiiiiiiiiiiiieenn, 93
O3 I S X o] T 11 55T L PSP PPPPPPPP 93
C.2 The European Harmonized Electricity Market Role Model............cccccoeviiiiiiiiiiiiiiiiiieeeecein, 93
C.2.1Role model — role definitioNS..........oeeeuriiii e e 94

C.3 Relationship between the domains of the conceptual model and the European
harmonized electricity market role model ..., 98

C.4 Relation between the flexibility operator actor and the European harmonized

electricity market role MOGEI...........uu e 99
C.4.1 Communication of price signals, tariffs and other economic incentives........................ 100
C.4.2 Explicit trade in flexibility in demand and/or SUPPIY ....coooevvriieiiiiiie e, 101
C.4.3 Direct control of demand and/or SUPPIY.......cevvvviiiiiiiiiiiiiiiiiiiiiiieieeeeeeee e 101
Annex D FUNCLional ArCRITECTUI ... ... e e e 102
Annex E INformation ArChITECIUIE . ... e e e e e e anees 103
Annex F Communication ArChiteCTUIE ......cooeiii i 106
ANNEX G BiBlOGrapNY oo e e 107

History of document

Number Date Content
v0.5 24/01/2012 First TR external version for SG-CG “Sanity Check”
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v2.0 31/07/2012 Second interim TR draft for official comments
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Main changes in this version

The adoption of the SG-CG report template has induced a reordering and renumbering of most of
the sections and annexes.

The changes between version 2.0 and 3.0 have been kept minimal, considering that this version
was not to be reviewed.

However, Annex C has been largely changed. A lot of new work has been done within SG-CG/RA
between TR2.0 and TR3.0 on the Conceptual Model. Considering that is was useful to the readers,
even if it could not be introduced in the main section of the report because of the many
uncommented changes, it has been decided to present it as an informative reference.

In addition, Annex F (Communication Architecture) has been largely changed and is provided as a
separate document, as in the previous versions of this report.
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Foreword

Based on the content of the M/490 EU Mandate, the general scope of work on Standardization of
the Smart Grid might be considered as follows:

CEN, CENELEC, and ETSI are requested to develop a framework to enable European
Standardization Organizations to perform continuous standard enhancement and development
in the field of Smart Grids, while maintaining transverse consistency and promote continuous
innovation.

The expected framework will consist of a set of deliverables. The deliverable addressed in this
document is:

“A technical reference architecture, which will represent the functional information data flows
between the main domains and integrate several systems and subsystems architectures.”

The development of this technical Reference Architecture, under the form of a Technical Report
(TR), is the main responsibility of the Reference Architecture Working Group (SG-CG/RA), working
under the Smart Grid Coordination Group (SG-CG) established by CEN, CENELEC and ETSI in
order to fulfill the tasks laid down the Mandate M/490 of the European Commission.

The members of the Reference Architecture WG have been nominated, following an official call for
experts. They have met since June 2011 in order to produce the various versions of the Technical
Report. A Work Programme has been set-up that involves the production of several versions of the
TR until final completion.

A first version v0.5 has been circulated in January 2012 for “Sanity check” within the SG-CG, to get
guidance on the main aspects of the report.

The version v1.0 was the first Interim Report. It was a first solid step towards the Reference
Architecture and has initiated a discussion about the architectural model proposed as well as its
different viewpoints and dimensions.

The version v2.0 was the second Interim Report. It has been developed on the basis of the
feedback (over 340 comments) received on v1.0 and on new contributions from the SG-CG/RA
team.

The version v3.0 (this document) is the final version of the report within the current iteration of the
M/490 mandate. It will be handed over to the European Commission in November 2012 and sent
for approval by CEN, CENELEC and ETSI.

Further work on this report is expected in a subsequent iteration of the M/490 mandate, still to be
decided.



= CENELEC ETsIC)

1 Scope

This document is prepared by the Smart Grid Coordination Group (SG-CG) Reference Architecture
Working Group (SG-CG/RA) and addresses the M/490 mandate’s deliverable regarding the
technical reference architecture.

This report is the final report due at the end of 2012.

1.1 How to use the document
The overall content of this document is as follows.

Chapter 1 (this chapter) introduces the approach chosen by the SG-CG/RA to address a complex
problem space and the corresponding choices to define the scope of work. It outlines the main
outcome expected at the end of the work and clarifies what is the main (but by far not the only)
audience for the report. It also briefly outlines what is not in the scope of the SG-CG/RA work.

Chapters 2, 3 and 4 provide background information to the report (References, etc.) whenever they
are not common to all SG-CG Reports.

Chapter 5 is an Executive Summary which is reproduced as such in the overall M/490 Framework
Document.

Chapter 6 provides the European view of the Smart Grids Conceptual Model and an overview of
the general elements of a Reference Architecture. It introduces the viewpoints chosen as target of
the SG-CG/RA work.

Chapter 7 introduces the Smart Grids Architecture Model (SGAM) framework. The SGAM
introduces interoperability aspects and how they are taken into account via a domain, zone and
layer based approach. It finally introduces the methodology associated with the SGAM. Taking into
account the interoperability dimension, the SGAM is a method to fully assign and categorize
processes, products and utility operations and align standards to them.

Chapter 8 outlines the main elements of the different architectural viewpoints chosen for
development by the SG-CG/RA, i.e. the Business, Functional, Information and Communication
Architectures. Additional material or more detailed presentations of these architectures are
provided in Annexes (that can be separate documents if their size requires it).

Chapter 1 lists the work items that SG-CG/RA may address in view of the next iteration of the
M/490 mandate.

Annex A is grouping all the background work that serves as a foundation to the SG-CG/RA Report
but was deemed not essential to the understanding of the Reference Architecture principles.

Annex B provides an overview how the SG-CG Sustainable Processes Work Group’s Use Cases
can be applied alongside the SGAM model, providing a holistic architectural view comprising the
most important aspects for Smart Grid operations. In particular, it contains a detailed example
regarding the application of the SGAM Methodology to a generic Smart Grid use case.

Annexes C to F provide details of the Reference Architecture viewpoints.

1.2 Approach to the problem domain

Considering that the overall scope of an architectural description can be quite large, the SG-
CG/RA has chosen to focus on the following aspects of the reference architecture:
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= Means to communicate on a common view and language about a system context, not only
in the SG-CG but also with industry, customers and regulators;

= |ntegration of various existing state-of-the-art approaches into one model with additional
European aspects;

= Methods to serve as a basis to analyze and evaluate alternative implementations of an
architecture;

= Support for planning for transition from an existing legacy architecture to a new smart grid-
driven architecture;

= Criteria for properly assessing conformance with identified standards and given
interoperability requirements.

This has led the SG-CG/RA to address three major objectives:

= Ensuring that the main elements of the architectural model be able to represent the Smart
Grid domain in an abstract manner with all the major stakeholders. Such a model should be
coherent with already existing comparable models worldwide.

= Define an architectural framework that would support a variety of different approaches
corresponding to different stakeholders’ requirements and make it in a timeframe that would
force to choose a limited set of such approaches.

= Providing a methodology that would allow the users of the architectural model to apply it to
a large variety of use cases so that, in particular, it would provide a guide to analyze
potential implementation scenarios, identify areas of possible lack of interoperability (e.qg.
missing Standards), etc.

Regarding the first objective, the NIST Conceptual Model [NIST 2009] was considered as a first
essential input, though it required adaptation to the European context and some of its specific
requirements (identified by prior work of the European Smart Grid Task Force).

Completion of the second objective required a careful selection of the architecture viewpoints to be
developed. In general, reference architectures aim at providing a thorough view of many aspects of
a system viewed by the different participating stakeholders throughout the overall system lifecycle.
This means that, on a complex system like the Smart Grid, it is not always possible to cover all
viewpoints and choices had to be made.

In particular, the viewpoints had to be chosen in order to allow for a meaningful description of
relevant and essential aspects of the system (e.g. intended use and environment, principles,
assumptions and constraints to guide future change, points of flexibility or limitations), documenting
architectural decisions with their rationales, limitations and implications.

The third objective was reached through the provision of a model that would make the link between
the different architecture viewpoints and that could be used in a systematic manner, thus leading to
the provision of a methodology.

1.3 Outcome: an architecture framework and a mapping methodology

This report addresses the technical reference architecture part of mandate M/490 and provides the
main results below:
e European Conceptual Model. It is an evolution of the NIST model in order to take into
account some specific requirements of the EU context that the NIST model did not address.
The major one is the integration of “Distributed Energy Resources” (DER).

e Architecture Viewpoints. They represent a limited set of ways to represent abstractions of
different stakeholders’ views of a Smart Grid system. The viewpoints selected are the
Business, Functional, Information, Communication viewpoints.

e Smart Grids Architecture Model (SGAM) Framework. The architecture framework takes into
account already identified relevant aspects [JWG-SG 2010] like interoperability (e.g. the
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GridWise Architecture Council (GWAC) Stack), multi-viewpoints (SGAM Layers).
Additionally, a functional classification, overview on needed and existing data models,
interfaces and communication layers and requirements is provided to the First Set of
Standards Work Group (FSSWG).

This framework can be applied, as a mapping methodology, to document smart grid use cases
(developed by the Sustainable Processes Work Group - SG-CG/SP) from a technical, business,
standardization and security point-of-view (as developed with the Smart Grids Information Security
Work Group - SG-CG/SGIS) and identify standards gap.

1.4 Main target audience: Standardization Technical Committees

The target audience of the reference architecture is mainly standardization bodies and technical
groups which can use the architectural framework, the methodological guidelines as well as the
mappings of existing architectures (developed in the report annexes) to guide their work.

The SGAM provides a holistic view on the most important existing standards and architectures
from different SDOs, making this deliverable a valuable document for members of standardization
dealing with Smart Grid standards.

1.5 What is not in the scope of this document

For a variety of reasons, the work of SG-CG/RA shall not address notably the following domains:
= Standards development; Certification

Market Models

Regulation issues

Home Automation, Building, ...

Gas
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IEC 61334, Distribution automation using distribution line carrier systems — Part 4 Sections
32, 511, 512, Part 5 Section 1

EN 61970-301:2004, Energy management system application program interface (EMS-API)
— Part 301: Common information model (CIM) base

EN 61970-402:2008 Ed. 1.0, Energy management system application program interface
(EMS- API) — Part 402: Component interface specification (CIS) — Common services

EN 61970-403:2007, Energy management system application interface (EMS- API) — Part
403: Component Interface Specification (CIS) — Generic Data Access

EN 61970-404:2007, Energy management system application program interface (EMS-API)
— Part 404: High Speed Data Access (HSDA))

EN 61970-405:2007, Energy management system application program interface (EMS-API)
— Part 405: Generic eventing and subscription (GES)

EN 61970-407:2007, Energy management system application program interface (EMS-API)
— Part 407: Time series data access (TSDA)

EN 61970-453:2008, Energy management system application interface (EMS- API) — Part
453: CIM based graphics exchange

EN 61970-501:2006, Energy management system application interface (EMS- API) — Part
501: Common information model resource description framework (CIM RDF) Schema

EN 61968-:2004, Application integration at electric utilities — System interfaces for
distribution management — Part 3: Interface for network operations

EN 61968-4:2007, Application integration at electric utilities — System interfaces for
distribution management — Part 4: Interfaces for records and asset management

EN 61968-9:2009, System Interfaces For Distribution Management — Part 9: Interface
Standard for Meter Reading and Control

FprEN 61968-11:2010, System Interfaces for Distribution Management — Part 11:
Distribution Information Exchange Model

EN 61968-13:2008, System Interfaces for distribution management — CIM RDF Model
Exchange Format for Distribution

10



= CENELEC ETsIC)
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Other references pertaining to Communication Architecture are made in Annex F.

3 Terms and definitions

Architecture
Fundamental concepts or properties of a system in its environment embodied in its elements,
relationships, and in the principles of its design and evolution [ISO/IEC42010].

Architecture Framework
Conventions, principles and practices for the description of architectures established within a
specific domain of application and/or community of stakeholders [ISO/IEC42010].

Conceptual Model

The Smart Grid is a complex system of systems for which a common understanding of its
major building blocks and how they interrelate must be broadly shared. NIST has developed a
conceptual architectural reference model to facilitate this shared view. This model provides a
means to analyze use cases, identify interfaces for which interoperability standards are
needed, and to facilitate development of a cyber security strategy. [NIST2009]

Interoperability

Interoperability refers to the ability of two or more devices from the same vendor, or different
vendors, to exchange information and use that information for correct co-operation [IEC61850-
2010].

Reference Architecture

A Reference Architecture describes the structure of a system with its element types and their
structures, as well as their interaction types, among each other and with their environment.
Describing this, a Reference Architecture defines restrictions for an instantiation (concrete
architecture). Through abstraction from individual details, a Reference Architecture is universally
valid within a specific domain. Further architectures with the same functional requirements can be

11



= CENELEC ETsIC)

constructed based on the reference architecture. Along with reference architectures comes a
recommendation, based on experiences from existing developments as well as from a wide
acceptance and recognition by its users or per definition. [ISO/IEC42010]

SGAM Interoperability Layer

In order to allow a clear presentation and simple handling of the architecture model, the
interoperability categories described in the GridWise Architecture model are aggregated in SGAM
into five abstract interoperability layers: Business, Function, Information, Communication and
Component.

SGAM Smart Grid Plane

The Smart Grid Plane is defined from the application to the Smart Grid Conceptual Model of the
principle of separating the Electrical Process viewpoint (partitioning into the physical domains of
the electrical energy conversion chain) and the Information Management viewpoint (partitioning
into the hierarchical zones (or levels) for the management of the electrical process. [IEC62357-
2011, IEC 62264-2003]

SGAM Domain

One dimension of the Smart Grid Plane covers the complete electrical energy conversion chain,
partitioned into 5 domains: Bulk Generation, Transmission, Distribution, DER and Customers
Premises.

SGAM Zone

One dimension of the Smart Grid Plane represents the hierarchical levels of power system
management, partitioned into 6 zones: Process, Field, Station, Operation, Enterprise and Market
[[EC62357-2011].

4 Symbols and abbreviations

Acronyms
3GPP 3rd Generation Partnership Project
6LOWPAN IPv6 over Low power Wireless Personal Area Networks
ADSL Asymmetric digital subscriber line
AN Access Network
ANSI American National Standard Institute
ASHRAE American Society of Heating, Refrigerating and Air-Conditioning
BCM Business Capability Model
CEN Comité Européen de Normalisation.
CENELEC  Comité Européen de Normalisation Electrotechnique
CIM Common Information Model
DER Distributed Energy Resources
DSO Distribution System Operator
eBIX (European forum for) energy Business Information Exchange
EGx EU Smart Grid Task Force Expert Group x (1 to 3)

ENTSO-E European Network of Transmission System Operators for Electricity
ESCO Energy Service Company

eTOM extended Telecom Operations Map

ETSI European Telecommunications Standard Institute
EV Electrical Vehicle

EVO Electrical Vehicle Operator

FACTS Flexible Alternating Current Transmission Systems
FLISR Fault Location Isolation and Service Recovery
GSM Global System for Mobile

GWAC GridWise Architecture Council

HAN Home Area Network

12



=

HDSL
HSPA
ICT
IEEE
IETF
IP
IPv6
ISO
ITU-T:

JWG

KNX
L2TP

LR WPAN
LTE

MAC
MPLS
MPLS-TP
NAN

NAT

OSl:

OTN

PLC

PLC

PON

QoS

RPL

SDH

SDO
SG-CG
SG-CG/FSS
SG-CG/RA
SG-CG/SP
SLA

TDM

TMF
TOGAF
TSO
UMTS
WAN
WAMS
WAN
WASA
WPAN
xDSL
XG-PON

CENELEC

High-bit-rate digital subscriber line

High Speed Packet Access

Information & Communication Technology
Institute of Electrical and Electronics Engineers
Internet Engineering Task Force

Internet Protocol

Internet Protocol Version 6

International Organization for Standardization
International  Telecommunications Union for the
Standardization Sector

Joint Working Report for Standards for the Smart Grids
EN 50090 (was Konnex)

Layer 2 Tunneling Protocol

Low Rate Wireless Personal Area Network
Long Term Evolution

Media Access Control

Multiprotocol Label Switching

MPLS Transport Profile

Neighborhood Area Network

Network Address Translator

Open System Interconnection

Optical Transport Network

Power Line Carrier

Power Line Communication

Passive Optical Network

Quality of Service

Routing Protocol for Low power and lossy networks (LLN)
Synchronous Optical Networking

Standards Developing Organization

Smart Grids Coordination Group

SG-CG First Set of Standards Work Group
SG-CG Reference Architecture Work Group
SG-CG Sustainable Processes Work Group
Service Level Agreement

Time Division Multiplexing

TeleManagement Forum

The Open Group Architecture Framework
Transmission System Operator

Universal Mobile Telecommunications System
Wide Area Network

Wide Area Management Systems

Wide Area Network

Wide Area Situation Awareness

Wireless Personal Area Network

Digital Subscriber Line

10G PON

o

Telecommunication
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5 Executive Summary

The “SG-CG/M490/C_ Smart Grid Reference Architecture” report prepared by the Reference
Architecture Working Group (SG-CG/RA) addresses the M/490 mandate deliverable regarding the
development of a Technical Reference Architecture.

The Reference Architecture challenge

The CEN/CENELEC/ETSI Joint Working Group report on standards for smart grids has defined the
context for the development of the Smart Grids Reference Architecture (RA):

“It is reasonable to view [the Smart Grid] as an evolution of the current grid to take into account
new requirements, to develop new applications and to integrate new state-of-the-art
technologies, in particular Information and Communication Technologies (ICT). Integration of
ICT into smart grids will provide extended applications management capabilities over an
integrated secure, reliable and high-performance network.

This will result in a new architecture with multiple stakeholders, multiple applications, multiple
networks that need to interoperate: this can only be achieved if those who will develop the
smart grid (and in particular its standards) can rely on an agreed set of models allowing
description and prescription: these models are referred to in this paragraph as Reference
Architecture.”

To develop a coherent and useful Reference Architecture, two main issues have been addressed:

¢ Clarification of the requirements for the reference architecture and description of its major
elements. Reuse of existing results has been considered essential to a fast progress. In
particular, the Reference Architecture elements are positioned with respect to existing
models (e.g. NIST) and architectural frameworks (GWAC, TOGAF, etc.). Extensions have
been limited and, in general, focused on addressing the European specificities.

e Coherence of the RA with respect to the overall Smart Grids standardization process.
Notably, the work of SG-CG/RA has been aligned with the other SG-CG Work Groups.
» Using upstream results of SG-CG/SP on (generic) use cases and the flexibility concept;
» Providing results to SG-CG/FSS regarding the identification of useful standards and a
method to support standards gap analysis;
» Clarifying the alignment with SG-CG/SGIS regarding the representation of the Security
viewpoint in the RA and providing a method to analyze Information Security use cases.
In addition, alignment with existing initiatives from other organizations (e.g. NIST, ENTSO-
E, EU Task Force Experts Groups ...) has been a constant objective.

Main elements of the Reference Architecture

The main components of the Reference Architecture are now in place. The most important are
described below.

European Conceptual Model

The National Institute of Standards and Technology (NIST) has introduced the Smart Grid
Conceptual Model which provides a high-level framework for the Smart Grid that defines seven
high-level domains and shows all the communications and energy/electricity flows connecting each
domain and how they are interrelated.

Though the NIST model is a sound and recognized basis, it has been necessary to adapt it in order
to take into account some specific requirements of the EU context that the NIST model did not
address. Two main elements are introduced to create the EU Conceptual Model. The first one is
the Distributed Energy Resource (DER) domain that allows addressing the very important role that
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DER plays in the European objectives. The second one is the Flexibility concept (developed in SG-
CG/SP) that group consumption, production and storage together in a flexibility entity.

The EU Conceptual Model is a top layer model (or master model) and will also act as a bridge
between the underlying models in the different viewpoints of the Reference Architecture.

During the course of this first iteration of the M/490 mandate, a constant discussion has taken
place with NIST SGIP/SGAC to ensure optimal alignment on the Conceptual Model. The model
that is presented in the main part of the SG-CG/RA report is reflecting these discussions.

Smart Grids Architecture Model (SGAM) Framework

The SGAM Framework aims at offering a support for the design of smart grids use cases with an
architectural approach allowing for a representation of interoperability viewpoints in a technology
neutral manner, both for current implementation of the electrical grid and future implementations of
the smart grid.

It is a three dimensional model that is merging the dimension of five interoperability layers
(Business, Function, Information, Communication and Component) with the two dimensions of the
Smart Grid Plane, i.e. zones (representing the hierarchical levels of power system management:
Process, Field, Station, Operation, Enterprise and Market) and domains (covering the complete
electrical energy conversion chain: Bulk Generation, Transmission, Distribution, DER and
Customers Premises).

SGAM Methodology

This SGAM Framework can be used by the SGAM Methodology for assessing smart grid use
cases and how they are supported by standards, thus allowing standards gap analysis. The model
has largely evolved in v2.0, with clearer basic definitions, more detailed presentation of the
elements (zones, domains, etc.), a clarification of the methodology and a complete detailed
example.

Architecture Viewpoints

They represent a limited set of ways to represent abstractions of different stakeholders’ views of a
Smart Grid system. Four viewpoints have been selected by the SG-CG/RA: Business, Functional,
Information and Communication, with associated architectures:

e The Business Architecture is addressed from a methodology point of view, in order to
ensure that whatever market or business models are selected, the correct business
services and underlying architectures are developed in a consistent and coherent way;

e The Functional Architecture provides a meta-model to describe functional architectures and
gives an architectural overview of typical functional groups of Smart Grids (intended to
support the high-level services that were addressed in the Smart Grids Task Force EG1);

e The Information Architecture addresses the notions of data modeling and interfaces and
how they are applicable in the SGAM model. Furthermore, it introduces the concept of
“logical interfaces” which is aimed at simplifying the development of interface specifications
especially in case of multiple actors with relationships across domains;

e The Communication Architecture deals with communication aspects of the Smart Grid,
considering generic Smart Grid use cases to derive requirements and to consider their
adequacy to existing communications standards in order to identify communication
standards gaps. It provides a set of recommendations for standardization work as well as a
view of how profiling and interoperability specifications could be done.

How to use the Reference Architecture

Given the large span of the Reference Architecture components described above, the Reference
Architecture can be used in a variety of ways, amongst which:
e Adaption of common models and meta-models to allow easier information sharing between
different stakeholders in pre-standardization (e.g. research projects) and standardization;
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e Analysis of Smart Grids use cases via the SGAM methodology. This is a way to support,
via an easier analysis of different architectural alternatives, the work of those who are going
to implement those use cases;

e Gap analysis: analysis of generic use cases in order to identify areas where appropriate
standards are missing and should be developed in standardization;

Outlook

The current version of the Reference Architecture document is the result of the work done by the
SG-CG/RA Working Group during the first iteration of the M/490 Mandate.

The final version (v3.0) of this report addresses the comments made on v2.0 and clarifies some of
the remaining issues, such as the handling of Security aspects in the Architecture and in SGAM,
an (SG-CG) agreed functional meta-model, or the respective role of markets and business
viewpoints.

However, there are still areas where the document can be completed such as a role-based
definition of the European Conceptual Model (developed but still to be validated), expansion of the
Functional Architecture, more in-depth exploration of the communication profiles, etc. This work
could be addressed if the extension of the M/490 Mandate for a second iteration is decided.
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6 Conceptual Model and Reference Architecture Principles

6.1 Motivation for Conceptual Model and Reference Architecture

Smart Grids standardization is not a green field. It is largely relying on previous work done at
national, regional (in particular European) and international level, both on standardization (largely
focused on the identification of the existing set of standards that are applicable to the Smart Grid)
and on pilot and research project (that validate early ideas that may be brought to standardization).

The work of the Reference Architecture WG will, in particular, use significant existing material such
as the NIST Conceptual Model [NIST 2009], the GridWise Architecture Council Stack
interoperability categories [GWAC 2008], architecture standards like TOGAF and Archimate
[Jonkers 2010].

The development of the SG-CG framework (as already noted above in section 5) addresses
‘continuous standard enhancement and development in the field of Smart Grids, while maintaining
transverse consistency and promote continuous innovation’.

To achieve consistency and gradual integration of innovation in an incremental manner, two
elements are deemed essential, that are both addressed by the SG-CG/RA:
= An overall high-level model that describes the main actors of the Smart Grid and their main
interactions. This is captured by the Conceptual Model. The approach taken by the SG-
CG/RA, considering the need to reuse existing models whenever possible, has been to
take into account the NIST Conceptual Model, analyze which differences a European
approach would need to bring to it and further reduce these differences as much as
possible;
= A set of universal presentation schema that allow for the presentation of the Smart Grid
according to a variety of viewpoints that can cope with
o The variety of Smart Grid stakeholders,
o The need to combine power system management requirements with expanded
interoperability requirements, and
o The possibility to allow for various levels of description from the top-level down to
more detailed views.
This is captured in the Reference Architecture that should be seen as the aggregation of
several architectures (e.g. functional, communication, etc.) into a common framework.

The motivation for the creation and utilization of reference architectures can be to have a blueprint
for the development of future systems and components, providing the possibility to identify gaps in
a product portfolio. It can also be used to structure a certain Smart Grid domain and provide a
foundation for communication about it to other domains which need to interoperate. Furthermore, it
can be used to document decisions which have been taken during the development process of an
infrastructure.

An additional — and important - motivation for the SG-CG/RA was to ensure that the Reference
architecture could help, by providing an appropriate methodology to identify where standardization
gaps may exist.

It is also important to finally point out a very essential motivation for the Reference Architecture
work: reuse as much of the existing work as possible and not re-invent the wheel. This has guided
both the Conceptual Model (as noted above) as well as the Reference Architecture.

6.2 Requirements for the M/490 Reference Architecture

The reference architecture has to be very much in consistency with the following aspects and
requirements already outlined in this report.
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It must support the work of Smart Grids standardization over a long period of time:

= Be able to represent the current situation (snapshot of already installed basis and
reference architectures)

= Be able to map future concepts (migration and gap analysis)

= Achieve a common understanding of stakeholders

= Fulfill the demand for systematic coordination of Smart Grid standardization from an
architectural perspective

= Provide atop-level perspective encompassing entire smart grid but enabling
enlargements to details

= Be able to be represented using established and state-of-the art System Engineering
technology and methodologies (e.qg. lifecycle model, architecture standards and methods)

= Take into account Standardization activities (regional, Europe, international)

= Be able to reflect European Pilot and research projects (regional, Europe, international)

More specifically, the Reference Architecture must be able to address the complexity of the Smart
Grid in a coherent manner:
= Be consistent with the M/490 conceptual model;
= Fulfill the need for an universal presentation schema — a model, allowing to map
stakeholder specific prospective in a common view
= Being able to represent the views of different stakeholders (not only SDOs) in an
universal way , e.g. provide some of the following viewpoints in an abstract way:
e Enterprise viewpoint,
¢ Information viewpoint,
¢ Computational viewpoint,
e Engineering viewpoint,
e Technology Viewpoint (RM-ODP, ISO/IEC 10746)
e Business Architecture viewpoint,
e Application Architecture viewpoint,
e Data Architecture viewpoint,
e Technology Architecture viewpoint
= Be consistent with established interoperability categories and experiences
= Provide an abstract view on SG specific structures (domains, zones, layers)
= Fulfill the need for an universal presentation schema — a model, allowing to map
stakeholder specific prospective in a common view

6.3 Conceptual Model

This section will present the Conceptual Model practically unchanged since the draft version 2.0 of
the Reference Architecture report.

Nevertheless, a lot of new work has been done within SG-CG/RA between TR2.0 and TR3.0 on
the Conceptual Model, in order to better support the flexibility concept and to take into account the
comments made on version 2.0. A new version of this section has been produced but it could not
be introduced in the main section of the report because of the many uncommented changes.
Consequently, it has been decided to present it as an informative reference in Annex C, section
C.1. Itis expected that this new section will be introduced in the subsequent versions of this report,
should the new M/490 iteration be decided.

6.3.1 Introduction

The electrical energy system is currently undergoing a paradigm change, that has been affected by
a change from the classical centralistic and top down energy production chain "Generation",
"Transmission", "Distribution" and "Consumption" to a more decentralized system, in which the
participants change their roles dynamically and interact cooperative. The development of the
concepts and architectures for a European Smart Grid is not a simple task, because there are
various concepts and architectures, representing individual stakeholders’ viewpoints.
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The National Institute of Standards and Technology (NIST) has introduced the Smart Grid
Conceptual Model which provides a high-level framework for the Smart Grid that defines seven
high-level domains (Bulk Generation, Transmission, Distribution, Customers, Operations, Markets
and Service Providers) and shows all the communications and energy/electricity flows connecting
each domain and how they are interrelated. Each individual domain is itself comprised of important
smart grid elements (actors and applications) that are connected to each other through two-way
communications and energy/electricity paths. The NIST Conceptual Model helps stakeholders to
understand the building blocks of an end-to-end smart grid system, from Generation to (and from)
Customers, and explores the interrelation between these smart grid segments.

In order to develop the different viewpoints in an aligned and consistent manner, the EU
Conceptual Model is introduced. It is based on the NIST Model which is used with some
customizations and extensions regarding the general European requirements. This EU Conceptual
Model forms the top layer model or master model and it is therefore the bridge between models
from different viewpoints. Its task is to form a bracket over all sub models.

6.3.2 Approach and Requirements

The electrical power grid in the European Union is based on a big number of heterogeneous
participants; that are hierarchically and next to each other connected. Every participant of the
electrical power grid builds and operates its part of the network in its own manner; and at the same
time they have to work together. So the EU Conceptual Model has to deal with different levels of
decentralization (see Figure 1). The figure shows still another effect. Regarding to the history of
electrical power supply systems, the electrical power supply started more than a century ago with
decentralized isolated networks and developed to an European centralized mixed network. With
the beginning of the 21st century, more and more decentralized energy systems are coming into
the network again, so future architectures will have to support both centralized and decentralized
concepts. Consequently requirements for distributed and centralized concepts and applications
need to be considered. . From this follows the requirement to the EU conceptual model to allow to
model different levels of decentralization between the two extremes: “Fully Centralized Energy
System” and “Fully Decentralized Energy System”.

Centralized extremity:

Centralized Energy System
(generation in large Power Plants)

19th Century 20th Century 21th Century
N

More large Power Plants /\

Increased efficiency and reliability Level of
Small generation units lead (again) decentralization
to a more decentralized system .

of a Smart Grid;
Centralized respectively of

Energy System Enlarged distribution networks \ several parts of
and frequency control increase reliability the Smart Grid,

Decentralized that have to work
Energy System togetherin one
EU Smart Grid

Local electricity systems System
operated by cities / industry
7 Reference: Siemens

v

Decentralized extremity:

Decentralized Energy System

(generation in a very big number of distributed small
and midsize generation units, all units are
interconnected; large Power Plants did not exist)

Figure 1: Different levels of decentralization
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6.3.3 An EU extension of the NIST Model

To integrate the “Distributed Energy Resources” (DER) into the NIST Model, it will be extended by
a new “Distributed Energy Resources” Domain, which is (in terms of electricity and
communications) connected with the other NIST Domains shown in Figure 2.

The extension of the NIST Model with a new DER Domain is necessary for the following reasons:

Distributed Energy Resources require a new class of use cases

In order to comply to future anticipated regulation and legislation explicit distinction of
Distributed Energy Resources will be required

Distributed Energy Resources represent the current situation

A consistent model requires clear criteria to separate the new DER Domain from the
existing Domains, especially from Bulk Generation and the Customer Domain. Initial criteria
are given in Table 1. Separation criteria for the DER-Domain.

o “Control” The generation units in the Customer Domain can not be remote
controlled by an operator. The generation units in the DER and Bulk Generation
Domain are under control of an operator, (approximately comparably with the
controllability of bulk generation units today).

o “Connection point”. The generation units in the bulk generation domain are
predominantly connected to the high voltage level. The generation units in the DER
Domain are predominantly connected to the medium voltage level (in some cases
also to the low voltage level) and the generation units in the customer domain to the
low voltage level.

Table 1: Separation criteria for the DER-Domain

Criteria / Domain Bulk Generation Distributed Energy Resources Consumer
Control Direct direct indirect
Connection Point high voltage medium voltage / low voltage low voltage

One can uniquely model the two extremes as shown in Figure 1 (“Centralized Energy System” and
“Decentralized Energy System”) and the space between them as follows:

“Fully Centralized Energy System”
At the extreme point of “Centralized Energy System”, no distributed energy resources exist
and “Distributed Energy Resources” Domain is not needed.

“Fully Decentralized Energy System”

At the extreme point of “Decentralized Energy System”, no bulk generation systems exist
and the “Bulk Generation” Domain is not needed. The power generation is realized by a
large number of distributed and interconnected power generation units. The generation
power of the distributed generation units are aggregated by the distribution network to the
transmission network. Areas with power reserve can supply areas with power demand. Due
to the constantly changing weather situation over Europe the mix of the regions will
permanently change.

A level of decentralization between both turning points.

This case will correspond to reality, which shows that the trend here is towards an
increasing degree of decentralization. Furthermore, it is assumed that both extreme
positions will not be reached, they are only theoretical. The mixture of ‘bulk generation’ and
‘distributed energy generation’ (which includes a significant proportion of volatile energy
generating units) will effect an increase of volatility in the operation of classical generating
units. This is primarily the case in countries, where legislations determine the feed-in of
energy from renewable sources.
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Figure 2: EU extension of the NIST Model

Figure 2 also defines the scope of PAN European Energy Exchange System and application
area of a microgrid architecture:

e The application area of the hierarchical mesh cell architectures (microgrids) includes the
Customer, Distribution, and Distributed Energy Resources domains. One objective is to
find a balance between production and consumption as locally as possible in order to
avoid transmission losses and increase transmission reliability through ancillary
services such as reserves volt/var support, and frequency support .For other objectives
for microgrids see also use case WGSP-0400 The Pan European Energy Exchange
System (PEEES), which includes technologies in the transport network for low-loss
wide-area power transmission systems (e. g. high-voltage direct current transmission,
HVDC), better realizing the large-scale energy balance between the regions, which is
essential due to the constantly changing weather situation, which has a significant
influence on the power generation capacity of different regions.

In version 3.0 examples of microgrids and a PAN European Energy Exchange System
will be given.

One should not forget that the customer domain in a Smart Grid has the ability to control their
energy consumption within certain limits. In the future, the smart grid will have two adjustment
possibilities: generation and power consumption (load)) and a large number of new degrees of
freedom to control the power balance (frequency stability).
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6.3.4 The Flexibility Concept

As a result of ongoing work in the M490 Working Groups (SG-CG/RA and SG-CG/SP), the
flexibility concept has been introduced and is discussed. In this model, consumption, production
and storage are grouped together in a flexibility entity (next to the entities Grid, and Markets). It is
believed that this concept creates much more the required flexibility to support future demand
response use cases then the more rigid classification given in table 1. In version 3.0 of this
document the existing conceptual model will be re-represented in a way that it supports the
flexibility concept and also that it enables maximum re-use of results and standards derived from
the existing conceptual model.

Initial ideas on this are given in table 2 below.
Table 2 (for further study)

CM Domains/Flexibility entities | Market | Grids | Flexibility
Markets +

Bulk Generation +
DER +
Customer +
Transmission +

Distribution +

Operations + + +
Service Provider + + +

6.3.5 Conclusion

The EU Conceptual Model corresponds for the most part with the NIST Model and extends it with a
new DER Domain to fulfill the specific European requirements. It is a future-oriented model,
because it allows the description of a totally centralized grid, a totally decentralized grid and a
mixture between both extreme points on a defined level. The application area of the hierarchical
mesh cell architectures will allow in future the description of microgrid architecture and local energy
management systems, that are integrated in the future European Smart Grid system.

6.4 Reference Architecture Viewpoints

The report of the Joint Working Group (JWG) for Standards for the Smart Grids [JWG-SG 2011]
had outlined some of the potential viewpoints that the work of M/490 might have to deal with:
= Conceptual Architecture. A high-level presentation of the major stakeholders or the major
(business) domains in the system and their interactions.
= Functional Architecture. An arrangement of functions and their sub-functions and interfaces
(internal and external) that defines the execution sequencing, the conditions for control or
data flow, and the performance requirements to satisfy the requirements baseline. (IEEE
1220)
= Communication Architecture. A specialization of the former focusing on connectivity.
= |Information Security Architecture. A detailed description of all aspects of the system that
relate to information security, along with a set of principles to guide the design. A security
architecture describes how the system is put together to satisfy the security requirements.
= Information Architecture. An abstract but formal representation of entities including their
properties, relationships and the operations that can be performed on them.

As such, these viewpoints could be very much targeting the Information and Communication
Technology (ICT) aspects of the Smart Grid. However, this aspect — though an essential element
of the Smart Grid — cannot be seen in isolation of the other essential aspect of the Smart Grid: the
Power Technology. The choice of the appropriate viewpoints and their level of granularity are
therefore very important. This is addressed by the section below.
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Considering the JWG recommendations and the requirements defined in section 6.2, the following
viewpoints have been selected as the most appropriate to represent the different aspects of Smart
Grids systems:

= Business Architecture

= Functional Architecture

» Information Architecture

= Communication Architecture

The ‘Information Security Architecture’ listed in the JWG list above has been handled separately
from the SG-CG/RA work by the SG-CG/SGIS. However, alignment of work of both WGs is
deemed essential. At this stage, first elements of this alignment can be found in 7.2.7.
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7 The Smart Grid Architecture Model (SGAM) Framework

7.1 Interoperability in the context of the Smart Grid

7.1.1 General

Interoperability is seen as the key enabler of smart grid. Consequently the proposed SGAM
framework needs to inherently address interoperability. For the understanding on interoperability in
the context of smart grid and architectural models, a definition and requirements for achieving
interoperability are given.

7.1.2 Definition

A prominent definition describes interoperability as the ability of two or more devices from the
same vendor, or different vendors, to exchange information and use that information for correct co-
operation [IEC61850-2010].

In other words, two or more systems (devices or components) are interoperable, if the two or more
systems are able to perform cooperatively a specific function by using information which is
exchanged. This concept is illustrated in Figure 3.

< (0]

E Information E

-lq—-') Exchange 8

(7p) (7))

> >

0p] 0p)
Function

Figure 3: Definition of interoperability — interoperable systems performing a function
Being formulated in a general way, the definition is valid to the entire smart grid.

7.1.3 Interoperability Categories

The interoperability categories introduced by the GridWise Architecture Council [GWAC2008]
represent a widely accepted methodology to describe requirements to achieve interoperability
between systems or components (Figure 4).
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Figure 4: Interoperability Categories defined by GWAC [GWAC2008]

The individual categories are divided among the three drivers “Technical”, “Informational” and
“Organizational”. These interoperability categories underline the definition of interoperability in the
previous section 7.1.2. Hence for the realization of an interoperable function, all categories have to

be covered, by means of standards or specifications.
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Figure 5: Interoperability Categories and Cross-Cutting Issues [GWAC2008]

25



= CENELEC ETsIC)

Cross-cutting issues are topics which need to be considered and agreed on when achieving
interoperability [GWAC 2008]. These topics may affect several or all categories to some extent.
Typical cross-cutting issues are cyber security, engineering, configuration, energy efficiency,
performance and others.

7.2 SGAM Framework Elements

7.2.1 General

The SGAM framework and its methodology are intended to present the design of smart grid use
cases in an architectural viewpoint allowing it both- specific but also neutral regarding solution and
technology. In accordance to the present scope of the M/490 program, the SGAM framework
allows the validation of smart grid use cases and their support by standards.

The SGAM framework consists of five layers representing business objectives and processes,
functions, information exchange and models, communication protocols and components. These
five layers represent an abstract and condensed version of the interoperability categories
introduced in section 7.1.3. Each layer covers the smart grid plane, which is spanned by electrical
domains and information management zones (section 7.2.3). The intention of this model is to
represent on which zones of information management interactions between domains take place. It
allows the presentation of the current state of implementations in the electrical grid, but furthermore
to depict the evolution to future smart grid scenarios by supporting the principles universality,
localization, consistency, flexibility and interoperability.

7.2.2 SGAM Interoperability Layers

In order to allow a clear presentation and simple handling of the architecture model, the
interoperability categories described in section 7.1.3 are aggregated into five abstract
interoperability layers (refer to Figure 6). However in case of a detailed analysis of interoperability
aspects, the abstraction can be unfolded.

Economic / Regulatory Policy

Business Layer

Business Objectives

< Business Procedures - i Function Layer
- Business Context g

(L : . D e Information Layer
g Semantic Understanding - n

N Syntactic Interoperability — ----- 2

Communication Layer

Network Interoperability

Basic Connectivity =~ - Component Layer
Interoperation

Figure 6: Grouping into interoperability layers
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7.2.2.1 Business Layer

The business layer represents the business view on the information exchange related to smart
grids. SGAM can be used to map regulatory and economic (market) structures and policies,
business models, business portfolios (products & services) of market parties involved. Also
business capabilities and business processes can be represented in this layer. In this way it
supports business executives in decision making related to (new) business models and specific
business projects (business case) as well as regulators in defining new market models. The
Business layer is addressed in more detail in paragraph 8.1.

7.2.2.2 Function Layer

The function layer describes functions and services including their relationships from an
architectural viewpoint. The functions are represented independent from actors and physical
implementations in applications, systems and components. The functions are derived by extracting
the use case functionality which is independent from actors.

7.2.2.3 Information Layer

The information layer describes the information that is being used and exchanged between
functions, services and components. It contains information objects and the underlying canonical
data models. These information objects and canonical data models represent the common
semantics for functions and services in order to allow an interoperable information exchange via
communication means.

7.2.2.4 Communication Layer

The emphasis of the communication layer is to describe protocols and mechanisms for the
interoperable exchange of information between components in the context of the underlying use
case, function or service and related information objects or data models.

7.2.2.5 Component Layer

The emphasis of the component layer is the physical distribution of all participating components in
the smart grid context. This includes system actors, applications, power system equipment
(typically located at process and field level), protection and tele-control devices, network
infrastructure (wired / wireless communication connections, routers, switches, servers) and any
kind of computers.

7.2.3 SGAM - Smart Grid Plane

In general power system management distinguishes between electrical process and information
management viewpoints. These viewpoints can be partitioned into the physical domains of the
electrical energy conversion chain and the hierarchical zones (or levels) for the management of the
electrical process (refer to [IEC62357-2011, IEC 62264-2003]). Applying this concept to the smart
grid conceptual model introduced in section 6.3 allows the foundation of the Smart Grid Plane (see
Figure 7.). This smart grid plane enables the representation on which levels (hierarchical zones) of
power system management interactions between domains take place.
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Figure 7: Smart Grid plane - domains and hierarchical zones

According to this concept those domains, which are physically related to the electrical grid (Bulk
Generation, Transmission, Distribution, DER, Customer Premises) are arranged according to the
electrical energy conversion chain. The conceptual domains Operations and Market are part of the
information management and represent specific hierarchical zones. The conceptual domain
Service Provider represents a group of actors which has universal role in the context of smart grid.
This means that a Service Provider can be located at any segment of the smart grid plane
according to the role he has in a specific case.

7.2.4 SGAM Domains

The Smart Grid Plane covers the complete electrical energy conversion chain. This includes the
domains listed in Table 2:

Table 2: SGAM Domains

' Domain Description
Bulk Representing generation of electrical energy in bulk quantities, such as by
Generation fossil, nuclear and hydro power plants, off-shore wind farms, large scale solar

power plant (i.e. PV, CSP)- typically connected to the transmission system

Transmission  Representing the infrastructure and organization which transports electricity
over long distances

Distribution Representing the infrastructure and organization which distributes electricity to
customers
DER Representing distributed electrical resources directly connected to the public

distribution grid, applying small-scale power generation technologies (typically
in the range of 3 kW to 10.000 kW). These distributed electrical resources may
be directly controlled by DSO

Customer Hosting both - end users of electricity, also producers of electricity. The

Premises premises include industrial, commercial and home facilities (e.g. chemical
plants, airports, harbors, shopping centers, homes). Also generation in form of
e.g. photovoltaic generation, electric vehicles storage, batteries, micro
turbines... are hosted
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7.2.5 SGAM Zones

The SGAM zones represent the hierarchical levels of power system management [IEC62357-
2011]. These zones reflect a hierarchical model which considers the concept of aggregation and
functional separation in power system management. The basic idea of this hierarchical model is
laid down in the Purdue Reference Model for computer-integrated manufacturing which was
adopted by IEC 62264-1 standard for “enterprise-control system integration” [I[EC 62264-2003].
This model was also applied to power system management. This is described in IEC 62357
“Reference architecture for object models services” [IEC 62357-2003, IEC 62357-1-2012].

The concept of aggregation considers multiple aspects in power system management:

= Data aggregation — data from the field zone is usually aggregated or concentrated in the
station zone in order to reduce the amount of data to be communicated and processed in
the operation zone

= Spatial aggregation — from distinct location to wider area (e.g. HV/MV power system
equipment is usually arranged in bays, several bays form a substation; multiple DER form a
plant station, DER meters in customer premises are aggregated by concentrators for a
neighborhood)

In addition to aggregation the partitioning in zones follows the concept of functional separation.
Different functions are assigned to specific zones. The reason for this assignment is typically the
specific nature of functions, but also considering user philosophies. Real-time functions are
typically in the field and station zone (metering, protection, phasor-measurement, automation...).
Functions which cover an area, multiple substations or plants, city districts are usually located in
operation zone (e.g. wide area monitoring, generation scheduling, load management, balancing,
area power system supervision and control, meter data management...).

The SGAM zones are described in Table 3.

Table 3: SGAM Zones

Zone Description

Process Including the physical, chemical or spatial transformations of energy (electricity,
solar, heat, water, wind ...) and the physical equipment directly involved. (e.g.
generators, transformers, circuit breakers, overhead lines, cables, electrical
loads any kind of sensors and actuators which are part or directly connected to
the process,...).

Field Including equipment to protect, control and monitor the process of the power
system, e.g. protection relays, bay controller, any kind of intelligent electronic
devices which acquire and use process data from the power system.

Station Representing the areal aggregation level for field level, e.g. for data
concentration, functional aggregation, substation automation, local SCADA
systems, plant supervision...

Operation Hosting power system control operation in the respective domain, e.g.
distribution management systems (DMS), energy management systems (EMS)
in generation and transmission systems, microgrid management systems,
virtual power plant management systems (aggregating several DER), electric
vehicle (EV) fleet charging management systems.

Enterprise Includes commercial and organizational processes, services and infrastructures
for enterprises (utilities, service providers, energy traders ...), e.g. asset
management, logistics, work force management, staff training, customer
relation management, billing and procurement...

Market Reflecting the market operations possible along the energy conversion chain,
e.g. energy trading, mass market, retail market..

In general organizations can have actors in several domains and zones. In the smart grid plane the
areas of the activity of these actors can be shown. E.g. according to the business area of a
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transmission utility it is likely that the utility covers all segments of the transmission domain, from
process to market.

A service provider offering weather forecast information for distribution system operators and DER
operators could be located to the market zone interacting with the operation zone in the distribution
and DER domain.

7.2.6 SGAM Framework

The SGAM framework is established by merging the concept of the interoperability layers defined
in section 7.2.2 with the previous introduced smart grid plane. This merge results in a model (see
Figure 8) which spans three dimensions:

= Domain
= Interoperability (Layer)
= Zone
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Polit. / Regulat.. Framework
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Figure 8: SGAM framework

Consisting of the five interoperability layers the SGAM framework allows the representation of
entities and their relationships in the context of smart grid domains, information management
hierarchies and in consideration of interoperability aspects.
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7.2.7 Cross-cutting Issues and SGAM

7.2.7.1 Application to SGAM interoperability layers

According to the adopting of the concept of interoperability categories, which was introduced in
section 7.1.3, cross-cutting issues apply in the same manner to the abstract interoperability layers.
Figure 9 shows the relation of cross-cutting issues to the five abstracted interoperability layers.

Information Layer

Component Layer

Cross-Cutting Issues

N——

Interoperation /

Figure 9: Interoperability layers and cross-cutting issues

Figure 10 depicts the impact of crosscutting issues to the individual interoperability layers from the
overall SGAM framework prospective.

ot

&% titer

[l
Generation " g ¢
Transmission # o 4
Distribution 5
DER

Domains Customer
Premises

Figure 10: Impact of cross-cutting issues on SGAM interoperability layers
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7.2.7.2 Example cyber security

Information Security in Smart Grid is an integral part of the Reference Architecture. The
incorporation of the security aspects is the task of the Smart Grid Information Security Work Group
(SG-CG/SGIS) investigating into existing security standards and their feasibility in a smart grid
environment. A commonly agreed view of SG-CG/RA and SG-CG/SGIS is that security is a
consistent process and has to be addressed upfront, both from a functional and non functional
perspective.

The question has been addressed in two angles:
= How to benefit from the SGAM Methodology to address Security Use Cases
= How to represent the Information Security viewpoint within SGAM.

Regarding the first question, the SGAM Methodology based on a Use Case analysis as depicted in
Figure 12 can be directly used for dedicated security functions. Security specific interactions can
be shown on different SGAM layers showing the involved entities, their functional interface in terms
of protocols and information models and also the relating business case. This has been shown on
the example of Role-based Access Control, where SGAM allowed depicting the security specifics
on each layer.

Regarding the representation of security within SGAM, it has been discussed (between SG-CG/RA
and SG-CG/SGIS) to provide a “security view per layer” emphasizing that security is a cross
functional topic, which has to be obeyed in each of the SGAM layers and has been depicted in that
way by the SG-CG/SGIS. This can even more underlined as security is actually to be obeyed per
layer, per domain, and per zone and thus basically per SGAM cell. To allow for the consideration of
security aspects in that detail the SG-CG/SGIS has provided a toolbox, supporting the analysis and
determination of security risks on a per use case base, following the SGAM methodology.

2. Map UC on SGAM

Identify zones, domains and systems
Covering the Use Case(s).

Add or change systems were needed

4. Ildentify standards
Link UC to standards and
identify gaps

Generic Use Cases
Repository

5GIS toolbox

1. New Use Cases | o~ /=g |
Identify New Generic -
Use Cases from findings

Standards List

FURCHERSHES sa_ L||"|k SG'S

o SiEnE GrHoS 3b Identlfy
requirements

- SGIS standards
Origins:
Regulation, R&D, Pilots, Implementation, ..

Figure 11: Using the SGIS Toolbox
Moreover, using the toolbox allows identifying available standards, applicable in dedicated use

cases and also to identify gaps, for which further work is has to be done. This approach completes
the SGAM methodology with inherent security considerations.
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7.3 The SGAM methodology

7.3.1 General

This section introduces the methodology of the SGAM framework. It is intended to provide users
an understanding on its principles and a guideline how to use the SGAM framework.

7.3.2 Principles

The definition of the principles of the SGAM is essential in order to leverage its capabilities for the
universal representation of smart grid architectures. In the following the SGAM principles
universality, localization, consistency, flexibility, scalability, extensibility and interoperability are
described.

7.3.2.1 Universality

The SGAM is intended as a model to represent smart grid architectures in a common and neutral
view. For the M/490 objectives it is essential to provide a solution and technology agnostic model,
which also gives no preferences to existing architectures.

7.3.2.2 Localization

The fundamental idea of the SGAM is to place entities to the appropriate location in the smart grid
plane and layer respectively. With this principle an entity and its relation to other entities can be
clearly represented in a comprehensive and systematic view. E.g. a given smart grid use case can
be described from an architectural viewpoint. This includes its entities (business processes,
functions, information exchange, data objects, protocols, components) in affected and appropriate
domains, zones and layers.

7.3.2.3 Consistency

A consistent mapping of a given use case or function means that all SGAM layers are covered with
an appropriate entity. If a layer remains open, this implies that there is no specification (data
model, protocol) or component available to support the use case or function. This inconsistency
shows that there is the need for specification or standard in order to realize the given use case or
function. When all five layers are consistently covered, the use case or function can be
implemented with the given specifications / standards and components.

7.3.2.4 Flexibility

In order to allow alternative designs and implementations of use cases, functions or services, the
principle of flexibility can be applied to any layer of SGAM. This principle is essential to enable
future mappings as smart grid use cases, functions and services evolve. Furthermore the principle
of flexibility allows to map extensibility, scalability and upgradability of a given smart grid
architecture.

Flexibility includes the following methods:

= Use cases, functions or services are in general independent of the zone. E.g. a centralized
Distribution Management System (DMS) function can be placed in operation zone; a
distributed DMS function can be placed in field zone.

= Functions or services can be nested in different components case by case.

= A given use case, function or service can be mapped to information and communication
layer in many different ways in order to address specific functional and non-functional
requirements. E.g. the information exchange between control centers and substations can
be realized with IEC 61850 over IP networks or with IEC 60870-5-101 over SDH
(Synchronous Digital Hierarchy) communication networks.
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7.3.2.5 Scalability

The SGAM encompasses the entire smart grid from a top level view. An enlargement to specific
domains and zones is possible in order to detail given use cases, functions and services. E.g. the
SGAM could be scaled and detailed focusing on microgrid scenarios only.

7.3.2.6 Extensibility

The SGAM reflects domains and zones of organizations which are seen from the current state. In
the evolution of the smart grid there might be a need to extend the SGAM by adding new domains
and zones.

7.3.2.7 Interoperability

Picking up the GWAC Stack methodology [GWAC2008], the SGAM represents a kind of a three-
dimensional, abstract aggregation of the GWAC Stack interoperability categories to the smart grid
plane. By doing this, the interaction between actors, applications, systems and components
(component layer) is indicated by their connections or associations via information exchange and
data models (information layer), protocols (communication layer) ,function or service (function
layer) and business constraints (business layer). Generally the connection between entities
(components, protocols, data models) is established by interfaces. In other words the consistency
of an interoperable interaction can be represented by a consistent chain of entities, interfaces and
connections in the SGAM layers.

The principles of Consistency and Interoperability constitute the coherency of the SGAM.
Consistency ensures that the five layers are unambiguously linked; interoperability ensures that the
conditions for interaction (interfaces, specifications, standards) are met within each layer. Both
principles need to be fulfilled for a given use case, function or service to be realized.

7.3.3 Mapping of use cases to SGAM framework

This section describes the basic process to map use cases to the SGAM framework. A detailed
example can be found in annex B.2.4.

The mapping process can be applied to the following tasks, which are considered relevant for the
present mandate M/490:

= Mapping of use cases in order to validate the support by standards

= |dentifying gaps in respect to standards

= Mapping of existing architectures into a general view

= Developing smart grid architectures.

On overview of the process and its steps is depicted in Figure 12.

Depending on the task the process can be carried out iteratively.
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Figure 12: Use case mapping process to SGAM

7.3.3.1 Use Case Analysis

The starting point is an analysis of the use case to be mapped. It needs to be verified that a use
case description provides the sufficient information which is necessary for the mapping. This
information includes:

= Name, scope and objective

= Use case diagram

= Actor names, types

»= Preconditions, assumptions, post conditions

= Use case steps

= [nformation which is exchanged among actors

» Functional and non-functional requirements.

The use case template considered by M/490 Sustainable Process WG provides the required
information.

It is crucial that hard constraints are identified from a use case description. These constraints may
have impact on the sequence of steps carried out for the mapping process.

7.3.3.2 Development of the Component Layer

The content of the component layer is derived from the use case information on actors. As actors
can be of type devices, applications, persons and organizations, these can be associated to
domains relevant for the underlying use case. In the same manner the hierarchical zones can be
identified indicating where individual actors reside.

7.3.3.3 Development of the Business Layer

The business layer is intended to host the business processes, services and organizations which
are linked to the use case to be mapped. This includes also the business objectives, economic and
regulatory constraints underlying to the use case. These business entities are located to the
appropriate domain and zone.

7.3.3.4 Development of the Function Layer

The function layer is intended to represent functions and their interrelations in respect to domains
and zones. Functions are derived from the use case by extracting its functionality. Typically a use
case consists of several sub use cases with specific relationships. These sub use case can be
transformed to functions when formulating them in an abstract and actor independent way.
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7.3.3.5 Development of the Information Layer

The information layer describes the information that is being used and exchanged between
functions, services and components. The information objects which are exchanged between actors
are derived from the use case description in form of use case steps and sequence diagrams.
Underlying canonical data models are identified by analysis of available standards if these provide
support for the exchanged information objects. Information objects and canonical data models are
located to the appropriate domain and zone being used.

7.3.3.6 Development of the Communication Layer

The emphasis of the communication layer is to describe protocols and mechanisms for the
interoperable exchange of information between the use case actors. Appropriate protocols and
mechanisms are identified on the basis of the information objects and canonical data models and
by consideration of non-functional requirements of the use case. Protocols and mechanisms are
located to the appropriate domain and zone being used.

7.3.4 Mapping the business layer with the lower SGAM layers
This is a crucial phase of the methodology. Some guidelines below can be applied.

7.3.4.1 European market structure alignment

Guideline
Define architectural elements on the business layer in accordance to business roles that are
identifiable within the European electricity market.

Rationale

In order to have business architectures derived from this reference architecture match the situation
in all European countries, the roles used in the business interactions must be defined and agreed
upon, or otherwise the responsibilities carried out by those roles are inconsistent and the
interactions (and consequently the interfaces) between roles are unclear. This results in a system
that is not interoperable.

Currently, the Harmonized Electricity Market Role Model by ENTSO-E, EFET and eblX [ENTSO-E]
is the best candidate, since it is harmonized and fits on all European electricity markets. Note that
this model only represents the current EU situation, based on the current regulations, and that this
might not fit future developments. Any deviation from this model should be documented and
preferably discussed and agreed upon with the creators of the model and/or regulators (e.g.
through Expert Group 3 of the European Commission's Task Force on Smart Grids).

Approach

Use the HEM-RM of ENTSO-E, EFET and eblX (freely downloadable from the eblX website at
http://www.ebix.org/content.aspx?Contentld=1117&SelectedMenu=8) as a guidance to select and
define your business roles and their interactions.

7.3.4.2 Consistency with the business layer

Guideline

Ensure consistent association between roles identified on the business layer and architectural
elements identified on other layers, such as functions, applications, databases, or power system
elements. Make sure there is a 1-to-n mapping from a single role to one or more architectural
elements in the other layers, mitigating ambiguity of responsibilities for architectural elements.

Rationale

when a clear mapping is made between the roles in the business layer and the architectural
elements in the other layers of SGAM (functions, interfaces, information, communication
infrastructure, components ...), one automatically knows which role is responsible for an
architectural element and which business interfaces exist between these roles.
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For example: the functional layer provides a list of functions required for the execution of a
business process in the business layer. Due to the role mapping it is clear which roles are
responsible for a specific function. Consequently none of the functions (and in lower layers
information, interfaces and components) is omitted when realizing the business process and
ownership/responsibility is clear.

Approach

once the architectural elements of the layer under work are defined, one needs to check how these
map to the business roles from the roles defined on the business layer. If one cannot map an
element onto a single role from the role model, the responsibility on that element is unclear and
needs further investigation before continuing.
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8 Reference Architecture Elements

The Conceptual Model (as defined in 6.3) consists of several domains, each of which contain
applications and actors that are connected by associations through interfaces.

The Conceptual Model can be regarded as the basis from which regulation, business models, ICT
architectures, standards etc. can be derived. Since it forms the common starting point for all these
activities, it has the potential to ensure consistency between all these mentioned perspectives /
viewpoints.

8.1 Business Architecture

It is commonly understood that ICT solutions are meant to support business processes, and that
business processes of an organization produce products or services (in the service industry).
Products and/or services are offered by that organization to its customers (residential of business)
on a market. These markets may be subject to regulation in order to ensure a level playing field.
Some markets/ products /services may even be fully regulated (e.g. unbundling).

Therefore it is essential that in creating ICT standards for inter-operability, the relation to markets,
products and processes as described here, is well understood and aligned. Only then ICT solutions
really support the business. This logic is well presented in the SGAM, showing the business layer
as the top layer of the SGAM frame work.

Although standardization of market models and business models itself is out of scope of M/490,
good interoperability is essential in order to create well-functioning markets. This requires
standardized business services and interfaces, and this is in scope of M/490.

In this paragraph the business architecture is addressed from a methodology point of view, with the
objective to ensure that whatever market or business models are selected, the correct business
services and underlying architectures are developed in a consistent and coherent way. The
business architectures are modeled in the business layer of the SGAM, and comprise the markets
and enterprise zone of the SGAM layer, thereby also coping with regulatory aspects of markets
and business objectives ate enterprise level.

The basis for alignment between organizations, roles & responsibilities, and application &

information architectures, is created by the use of the meta-model, as shown in Figure 13 (source
TOGAF 9.1).
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Figure 13: Meta model (TOGAF 9.1)

The use of this model also ensures alignment between the work of the M/490 working groups SG-
CG/SP (Sustainable Processes WG), SG-CG/RA (Reference Architecture WG), and the
development of a generic market model by the EU taskforce smart grids (EG3).

Figure 14 defines the relation between the metamodel and the SGAM framework, and it specifies
more in detail what artifacts/deliverables should come out of the business architecture layer. The
data entity corresponds with the information layer, the application component with the functional
layer, and the technology component and platform services with the communication and

component layer.
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Figure 14: Relation Meta-model to SGAM
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In the business architecture layer, the definition and overview (listing) of the following deliverables
are foreseen:

* Roles & actors

= Business functions (or business function model)

= Business services

= Business processes (or business process model)

8.1.1 Roles & actors

In a market model in the business layer, roles are defined. These roles are mainly defined in terms
of responsibility (ref. ENTSO-E/eBIX, see also Annex H). Then these roles are allocated to market
parties. A party hereby is defined as a legal entity performing one or more roles (ref.[NIST 2009]).

This role-allocation to parties may be subject to regulation / legislation.

A role represents the external intended behavior of a party. A party cannot share a role.
Businesses carry out their activities by performing roles (e.g. System Operator, Trader). Roles
describe external business transaction with other parties in relation to the goal of a given business
transaction.

The concept of an “Actor” is very general and can cover People (their roles or jobs), systems,
databases, organizations, and devices.

Roughly actors, as identified by SG-CG/SP, might be divided into system actors and business
actors (Ref. IEC TCS).
= System actors are covering functions or devices which for example are defined in the
Interface Reference Model (IEC 61968-1). A system actor will perform a task under a
specific role.
* A business actor specifies in fact a « Role » and will correspond 1:1 with roles defined in
the eBIX harmonized role model (possibly some new roles will be required and added to
the eBIX model).

An actor represents a party that participates in a business transaction. Within a given business
transaction an actor assumes a specific role or a set of roles.

For example with respect to unbundling in Europe, the market models define what activities are
regulated and what activities are allowed in the commercial market;

In that respect smart grid parties (DSO, TSO) and smart market parties (suppliers, Energy Service
Companies (ESCOs), traders, customers, etc.) are defined.

The energy transition will require an update of existing market models, which differ today, even in
different EU member states. It is the ambition of the EU to harmonize existing market models and
to develop a generic EU market model.

With respect to mandate M/490, work on the definition of a EU generic market models is out of
scope but work on components which are to be used for defining a market model (roles & business
services) is in scope. Therefore, strong alignment between M/490 (especially SG-CG/SP) and EG3
of the EU Smart Grid Task Force is necessary, to guarantee use of the same definition and
overview (listing) of roles & business services.

Only then EU work on market model development and the M/490 work on standards are in sync.

8.1.2 Business Functions

A business function delivers business capabilities closely aligned to an organization, but not
necessarily governed by the organization (ref. TOGAF 9.1)

40



= CENELEC ETsIC)

8.1.3 Business Services

A business service supports a business function through an explicitly defined interface and is
explicitly governed by an organization (ref. TOGAF 9.1).

Actors in the conceptual model are connected by associations. Where these actors are
represented by applications, information is exchanged via application interfaces. Where these
interfaces cross boundaries between market parties, we define the information exchanged as
business services. Through these business services market parties will interact.

The definition of business services via which regulated and unregulated market parties will interact,
will be subject or part of regulation/legislation in order to create a level playing field in the smart
market.

The ‘physical” energy product, being an energy “end user proposition” from a commercial market
party or an energy transport product (underlying) from a regulated market party, is defined as a
business product. Associations between business products and business services are foreseen
(e.g. a business transaction service related to EV charging). In order to fully facilitate “smart
markets” by “smart grids”, it is expected that business services (interfaces) between regulated and
unregulated environments will be prioritized.

A Smart Market hereby is defined as an unregulated environment where energy products and
energy related services are freely produced, traded, sold and consumed between many market
actors.

A Smart Grid is defined a regulated environment where energy is transported and distributed via
energy networks, and which provides relevant data & functionality to facilitate envisioned market
functioning (e.g. switching customers, providing metering data).

8.1.4 Business Processes

In order to realize business services between markets parties, it is important to have a good insight
in the underlying business processes. Furthermore the business processes drive the requirements
for the functional and information architectures.

Creating a Utility common Business process model, (to be derived via a business function model)
contributes to EU economy of scale with respect to application development and can lead to an
“eco -system” of interconnected applications; It contributes to M490 interoperability objectives that
go beyond 2 systems interfacing, leading to the realization of defined and specified use cases.

Today, a generic process model for utilities does not exist (for example, in contrast to the telecom
sector where the eTOM reference model of TMF is internationally widely accepted and used).

Related work, leading a smart grid/ smart market high level process model is considered to be in
scope of M490. Input for this work could come from:

= ENTSO-E/eBIX where processes/interactions between actors are described.
Cooperation between ENTSO-E/eBIX and IEC related to the HMM and CIM model
IEC standards (e.g. 61850) in which also processes/functions entities are described
Work from relevant EU research programs
The SG-CG/SP on sustainable processes is working on use case and generic use cases.

All these results will be input, next to other contributions and existing material for drafting an initial
business capability and process model. This is for further study, input is welcome.

8.1.5 Methodology/ Process

In order to reach and maintain alignment between market model developments and ICT
architecture & services development, the process that needs to be followed is:
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1. The definition of a market model which includes defining and allocating clear roles and
responsibilities to market parties. EG3 defines the roles, building on the existing ENTSO-
E/eBIX Harmonized Role Model. EG3 and maps these roles to all market parties and
DSO’s. An initial mapping of existing roles is given in annex H. New roles may come out of
analysis of uses cases (SG-CG/SP) as well as market model discussions (EG3)

2. M/490 (SG-CG/SP) derives from the use cases, the actors, and maps these actors onto the
roles used by EG3.

3. M/490 (SG-CG/SP) is identifying the information exchange between actors from the use
cases, and since actors are allocated to roles, this also defines the information exchange
between roles. As roles are also allocated to market parties it consequently also defines the
information exchange between market parties, thereby defining the basis for the standard
business services.

4. From the business services defined, the process model, the information, application,
communication & technical architecture should be derived.

This process is shown in Figure 15.
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Figure 15: Alignment process between market model developments and ICT architecture &
services development

It is envisaged that, at the end of 2012, the EU commission in its revision of mandate M490 will
prioritize business services that will be necessary between connected parties (SGCP), market
parties and DSO’s. So, these business services should be addressed with priority, leading to a first
set of standardized interfaces and business services, also required for implementation of the
flexibility concept.
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8.2 Functional Architecture

8.2.1 General

A functional architecture is intended to describe the functional elements of a system and their
relationship independent from physical implementation, applied technology or assigned actor. In
the context of Smart Grid a functional architecture consists of functions that enable Smart Grid use
cases. The functional layer of the SGAM model hosts functional architectures of Smart Grids.

This section provides the concept of a meta-model to describe functional architectures and gives
an architectural overview of typical functional groups of Smart Grids.

8.2.2 Functional Architecture Meta-model

8.2.2.1 Concept

The objective of this section is to introduce a meta-model, which describes Smart Grid functions
and their relationship from an architectural viewpoint. The basic concept for the description of
functional architectures for Smart Grid is adopted from the M/441 Smart Metering Reference
Architecture [CEN CLC ETSI TR 50572:2011].

Figure 1Figure 16 shows the meta-model concept for the description of functional architectures for
Smart Grid.

a Function Group\

Function A

Function B Function C

- /

Figure 16: Functional architecture meta-model

Table 4: Terms of functional architecture meta-model

Term Description

Function Represents a logical entity which performs a dedicated function. Being a logical
entity, a function can be physically implemented in various ways.

Function Is a logical aggregation of one or more functions. A function group may also

Group contain one or more function groups.

interaction An “interaction” of two or more functions is indicated by a connecting line

between these functions. Interaction is realized by information exchange via the
interfaces of functions and communication means..
Functional Identifies the functional elements of a system and relates them to each other.
architecture

Figure 16 shows a function group containing the functions A and B that mutually interact. Function
C interacting with function B, is not contained by any function group.
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An example for a functional architecture is given for the use case “control of reactive power in
section B.2.4.

8.2.2.2 Flexibility

Being able to describe functional elements of a system and their relationship independent from
physical implementation, applied technology or assigned actor, allows an abstract and flexible
development and use of functional architectures. In terms of SGAM this means, that functions or
function groups can be assigned and shifted over the segments of the SGAM smart grid plane.

The example in Figure 17 illustrates the flexible assignment of functions to SGAM segments.

Market
Audit Audit Enterprise
————— Volt/Var
Control
SCADA / SCADA Operation
Station
Volt/Var
Control
Field
D"’.‘t‘f". DER Control De_‘t"_i_ DER Control
Acquisition Acquisition
Process
Transmission Distribution DER Transmission Distribution DER

Figure 17: Flexibility for assignment of function “Volt/Var Control” to SGAM segments, case
A - in operation zone, case B - in field zone

In case A, the function “Volt/Var Control” is assigned in the operation zone. This is a typical
functional architecture in centralized DMS systems. In case B, the function is located in the field
zone representing a local or decentralized concept. Both scenarios have specific impact on the
other SGAM layers in terms of information exchange, canonical data models, communication

protocols and component capabilities (see example in section B.2.4).

8.2.3 Smart Grid Functional Architecture

8.2.3.1 General

This section provides an overview on function groups that are derived from the Smart Grid systems
introduced by SGCG/FSS [SG-CG/B]. Moreover these function groups are intended to support the

high-level services, which were addressed in the Smart Grids Task Force EG1 report:
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= Enabling the network to integrate users with new requirements

CENELEC

= Enhancing efficiency in day-to-day grid operation

= Ensuring network security, system control and quality of supply
= Enabling better planning of future network investment

= Improving market functioning and customer service

= Enabling and encouraging stronger and more direct involvement of consumers in their
energy usage and management

8.2.3.2 Smart Grid Function Groups

The smart grid systems cover all five SGAM interoperability layers. Consequently the systems
have specific content in the functional architecture viewpoint. Figure 18 shows the functional
groups of the Smart Grid systems mapped to the Smart Grid domains and zones.
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Figure 18: Overview on Smart Grid function groups derived from Smart Grid Systems
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A description and further details on the smart grid systems is given in [SG-CG/B].

From a functional prospective the function groups of the individual systems contain further function
groups or function of smaller granularity. E.g. the function group “Substation Automation” can be
decomposed into the function groups “protection”, “control”, “monitoring”, “data acquisition”...
which themselves can be break down in further functions or function groups. The key idea is to
identify basic functions which can be seen as reusable building blocks for complex functions. By
the help of these basic functions different functional layouts can be studied and compared (see

section 8.2.2.2).

8.3 Information Architecture

8.3.1 General

This section of the report focuses of the overview of the most important concepts for the
representation and management of the needed information for the Smart grid elements. An
Information Architecture is an abstract but formal representation of entities including their
properties, relationships and the operations that can be performed on them. Important aspects
which are addressed are data management, integration concepts and the interfaces needed. For
those main aspects, the Smart Grid JWG report has already provided a thorough overview what
has be considered state-of-the-art from the viewpoints of standardization bodies. In order to
distinguish between those three aspects in the SGAM, the integration aspects must be seen as a
link between either two or more layers and between one or more fields at plane level. Data models
are typically focusing on the information layer and can be mapped easily onto the SGAM planes.

The following paragraphs focus on the three very aspects of the information architecture in more
detail. Furthermore the concept of “logical interfaces” is introduced which is dedicated to simplify
the development of interface specifications especially in case of multiple actors with relationships
across domains.

8.3.2 Integration technology

While systems and applications in the past were often operated separately, today business
requires interactions between multiple systems and applications to operate effectively. To do so, a
coupling of former separated and heterogeneous systems is necessary. This requires solutions to
integrate those systems in a way their functionality is still available and can be adapted to changing
need. The establishment of a common information model that is to be used throughout many
applications and systems requires solutions to cope with different data sources from the various
actors.

To allow the recombination of different data sources and the establishment of new interfaces
between those systems, syntactic and semantic interoperability is required. Different than in data
or function integration, the implementation of the original systems is not affected by this enterprise
application integration approach.

Usually, the integration will be realized through integration platforms that allow the implementation
of required interfaces — Middleware is often the layer where this integration effort takes place.
Often times the middleware is message-based, meaning components exchange data defined in
messages which are sent from one component to another. XML is then used for various purposes,
like message description and interchange. By shifting the intelligence to interfaces in conjunction
with intelligent routing, publish/subscribe and event mechanisms, it is possible to define efficient
systems spanning across multiple organizations and actors. In general this approach is labeled as
EAL

SOA goes one step further with the integration approach as well as with the organizational

embedding, but also share the technological concepts of EAI. A SOA requires specific features
according to the service paradigm from the applications to be coupled in order to allow for
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successful process integration. The smallest units in SOAs are services that provide a defined set
of functionality, being so fine-grained that they provide units for reuse.

However, what exactly a service is and its level of granularity is in many cases defined different.
The term service is often considered from a certain perspective from a particular stakeholder
group, for instance, regarding the structuring of the business or the IT, as being stated by TOGAF.
Different approaches to describe SOAs and to classify their services are further mentioned in
[Uslar et al 2012].

Services, both business and technical, are self-contained, have a contract assigned that specifies
their functionality and how to access it, and produce predictable results. In contrast to the sizing of
applications and their functionality, services are designed to be used with other services in terms of
composition and orchestration. This level of granularity adds more flexibility to business processes,
as they may defined and executed using the services. Services are characterized by loose
coupling and will usually be provided in specific directories where they can be found by third
parties or process engines. Technical services are mostly realized as Web Services using the WS*
technology stack from W3C. The service localization is then realized with Universal Description,
Discovery and Integration (UDDI) that provides standardized way to locate those services. Besides
the possibility of direct coupling, the usage of a platform providing the required functionality to
orchestrate and compose services is highly important and can be realized in SOA middleware.

The features that middleware for this application area usually offers can for example be data
transformation, connection to data sources, automation technology, logging, reporting as well as
filtering and transformation. Such complex middleware is often named ESB. A platform like this can
serve as a focal point for data, but it can also become a bottleneck for the decentralized arranged
services. Therefore, it is beneficial to have a redundant middleware infrastructure that is scalable.
In case a part of the IT infrastructure is not operated by a company itself but by another provider,
the provided infrastructure becomes more and more abstract and blurred, meaning it appears as to
be surrounded by a cloud.

By turning from a central IT to more decentralized systems in the energy sector, more efforts on
system integration have to be spent. The mentioned integration paradigms are very valuable for
Smart Grids, as they can be applied for the integration of decentralized systems, comprising
producers, storage, consumers and other data sources. Here, the integration paradigms of EAl and
SOA may be used for communication, automation as well as for secondary and primary IT.
Internationally standardized solutions already exist to simplify this, like for instance the IEC 62357
SIA, which can be realized using a SOA, or the IEC 62541 OPC Unified Architecture as a SOA-
based approach for data exchange. Nevertheless, there are still gaps that require harmonization
between semantic and syntactic interfaces.

8.3.3 Data Models

According to literature, a data model in software engineering is an abstract model that documents
and organizes the business data for communication between team members and is used as a plan
for developing applications, specifically how data is stored and accessed. If the abstract level is
higher, usually, business functions implemented and exchanged in processes are represented in a
data model, focusing on the data in terms of payloads between stakeholders being exchanged.

Data modeling and description languages are typical “system enablers” transversal to use cases
and should be seen in priority from a top-down approach. It may conflict with the traditional bottom-
up approaches. However, there are many benefits of proceeding top-down starting with the data
models:

» Avoiding useless translators, which increase the complexity of the deployment of smart
grids, increase its costs, reduce its overall reliability, reduce flexibility in the future and
finally speed down the over all market acceptance.

= Avoid misunderstanding between stakeholders from different domains involved in the
system development, and increase the global reliability and interoperability of the system.
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= Increase the flexibility of the system.

» |ncrease the speed of spreading the smart grid, by reducing the amount of engineering time
per additional point of connection of IEDs.

= Providing harmonized data model and description language leads to think “transverse” to
be efficient, with the constraint not only to define an “ultimate” target but also the migration
path from the existing situation.

= Harmonization between various data models takes place before the actual system
development and might lead to a better seamless integration.

In the utility domain, several data models in context with the different aspects for the corresponding
SGAM plane “Information layer” exist and have been thoroughly documented.

Annex 6.2 of the JWG-SG Report on Smart Grid Standardization provides a thorough overview on
the most important data models which have to be seen in context with the smart grid
standardization. As most reports point out, the CIM (IEC 61968, 61970 and 62325) and the IEC
61850 data model are the most prominent data models [Uslar et al 2012]. Fortunately, there are
strong initiatives started by the SG-CG FSSWG group to harmonize the most important data
models for smart grids. Therefore, we assume for a future version of the SGAM, seamless
integration of data model at the information plane between the domains and zones can be
reached.

This report does not recommend (apart from the obvious standards form the JWG reports) any
data model standards but leaves this for the final report of the first set of standards group which will
cover, based on the SGAM methodology described in this report, individual standards to be
included in the M/490 First list of Standards focusing on meaningful data model standards for the
Smart Grid. Additionally, the identified gaps between those data models are identified and will be
addressed by the final report of the first set of standards group, e.g. IEC 61850 and CIM
harmonization. Additionally, the SGAM method and EA techniques applied like TOGAF and
Archimate provide for a meaningful integration and identification of needed date models in a
context.

8.3.4 Interfaces

Most of the interfaces are normally seen between the domains and zones on the information plane.
However, also interfaces between the planes must exist. Data like measurements and control
signals are to be exchanged between those layers. The SGAM principles were created to make
sure that both data models and interfaces for technical standardization could be mapped and
properly addressed for standards.

As most utility standards were developed with the focus on the separation of concerns, interfaces
are usually specified technology independent (ETSI M2M, IEC 61850 ACSI, CIM profiles (in RDF,
OPC UA) and CIS/IRM) and can therefore be assumed somehow fix for a reference architecture as
the semantics and syntax usually stays stable over the system’s lifecycle.

The generic basic interfaces can be supplied by literally unlimited numbers of technology
mappings) most of the time, a vast number already exists because of the different use cases the
standards have), however standardization most of the time recommends some of them only.
Choosing the appropriate technology mapping for an interface depends on the functional and non-
functional requirements of a use case and on the given context. This aspect is similar for the
communications architecture plane. The non-functional aspects of an interface and data model are
addressed by the IEC PAS 62559 IntelliGrid template and its extensions by the WG SP of the
mandate. In a Use case, the interfaces and data models which will be mapped onto the SGAM for
structuring can be identified from a pre-filled template and easily be annotated for the later system
development.

The SGAM focuses on the possibility to model different types of uses for interfaces on plane and
layer level, making it easier to distinguish between the interfaces which cover different domains of
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the conceptual models, different roles (e.g. at market or unbundling level) and of course technical
systems.

8.3.5 Logical interfaces

The concept of logical interfaces is intended to provide a methodology for a systematic
development of interface specifications. The resulting interface specification includes the
information to be exchanged via the interface. This method offers advantages especially when
multiple actors interoperate among different domains. Focusing on logical relationships, this
method is independent from physical implementations of interfaces making it well applicable in
concept studies e.g. in standardization.

Figure 19 illustrates the concept of logical interfaces in the context of SGAM domains and zones.
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Figure 19: Concept of logical interfaces in the context of domains and zones

The generic example consists of business actors (Al, A2, B1) and a system actor (resource B1)
assigned to domains A and B. In this example resource B is connected to the electrical grid and
might be assigned to process zone. The business actors can be assigned to any zone, depending
on the type of actor and the specific use case.

All actors may interact with other actors across the domain boundary but also within domains, e.g.
actor Al interacts with resource B1, actor A2 interacts with actor B2, actor B1 interacts with
resource B1. The logical interfaces, indicated by the dots on the circle line at the domain boundary,
manage the information exchange among all connected actors. For doing this, all actors have to
provide the information in quality and quantity which is expected by the other actors. This idea of
logical information exchange is independent from physical implementation, which can be realized
with computers, dedicated gateways, and interface components (e.g. integrated in resource B1).
This makes this concept flexible providing the necessary interface specifications required for
implementation.
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For the systematic development of interface specifications the information which is available in use
case descriptions can be used. The necessary steps can be summarized as follows:
= Sorting use cases to logical interfaces
o The use case actors are mapped to the appropriate domains and zones
o The logical interfaces result from crossing through the circle of the connection
between interacting actors
= |dentification of exchanged information per logical interface
o The exchanged information is assigned to the respective logical interfaces (dot on
circle line)
o This is done for all use cases
= Merging of interfaces specifications
o Theresultis a list of information for each logical interface
o Duplicates can be identified and removed

In conclusion this concept can be used for the development of information specifications
= For the analysis if standards are available which provide necessary support by data models
» For the extension of data model standards for new use cases
= Used in R&D and customer projects.

8.4 Communication Architecture

The Communication Architecture document (see Annex F) deals with communication aspects of
the Smart Grid. The main objective of the study on Smart Grid communications is to identify gaps
that need to be addressed in standardization organizations. This work considered generic Smart
Grid use cases to derive the requirements and to consider the adequacy of those requirements to
the existing communications standards in order to identify communication standards gaps. It was
found that there are no specific standardization gaps for Layer 1 to Layer 4 standards (according to
OSI model) mandating the immediate need for evolution of existing standards.

However, there is an immediate need to develop profiling and interoperability specifications based
on the existing communications standards. The profiling work is the task of the SDOs. However, for
the purpose of explaining our vision of such a profiling, a draft profile is proposed as an example of
Smart Grid sub-network architecture.

The first section of the document provides a set of recommendations for standardization work as
well as a mapping of the communication technologies to Smart Grid communication sub-networks
that are listed in the section below.

The remaining part of the document provides:
= An overview of the Communication standards applicable to Smart Grid communications.
= A description of generic Smart Grid use cases, their communication requirements,
along with recommendations on how to setup the communication networks to address
these requirements.
= An example of profile and some interoperability considerations.

8.4.1 Recommendations

8.4.1.1 Recommendation 1

Examining the communication needs of different Smart Grid use cases, it appears that there are
cases that have very stringent communications requirements (PMU, Tele-protection, etc.).
However, all these requirements can be addressed using existing communications standards with
sufficient engineering guidelines (see Recommendation 2). There is already a large set of
communication standards for each network segment identified and no gaps mandating the need for
new communication standards have been identified.
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8.4.1.2 Recommendation 2

Communication network performance including QoS, reliability, and security must be managed so
as to achieve the smart grid communications requirements. This mandates the need to develop
communication profiles on “how to use” the current communication standards for Smart Grids. IEC
in collaboration with bodies such as IETF, IEEE, ETSI, CEN and CENELEC is the right place to
develop such profiles. A profile is defined as a description of how to use the different options and
capabilities within a set of standards for a particular use.

8.4.1.3 Recommendation 3

There is a need to develop a standardized Service Level Specification (i.e. the technical part of a
Service Level Agreement: availability, resiliency, DoS, etc.) that allows a utility network or
application to rely on predictable network performance when communication is provided by a
shared communication infrastructure.

8.4.1.4 Recommendation 4

Deployment constraints mandate the need for both wireline and wireless communications. Utility
access to wireless network resources is necessary. Where spectrum is allocated for use by utility
networks, this will help progress the Smart Grid deployments ensuring the standard work and
products take into account the allocated spectrum for utilities.

8.4.1.5 Recommendation 5

Given the plethora of L1 and L2 technologies (according to OSI) used in the different
communication standards (as well as the upcoming ones), IP shall be the recommended L3
technology to ensure communications are future proof and avoid the unnecessary need for
interworking gateways in different parts of the Smart Grid communication networks.

8.4.1.6 Recommendation 6

This Communication Architecture document recommends a list of applicable communication
technologies as well as their applicability statement to different sub-networks of the
communications architecture. The choice of a technology for a sub-network is left to
implementations, which need to take into account a variety of deployment constraints.

8.4.1.7 Recommendation 7

Profiles (see Recommendation 2) should be used as a basis for building interoperability test
specifications. When interoperability test specifications / suites exist, those should be leveraged for
building test specifications for the communication profiles.

8.4.1.8 Recommendation 8
ESOs should consider the approval of their specifications applicable to Smart Grid as ENs.

Recognizing the role of consortia in providing & developing specifications for communications and
considering the fact that these consortia adopt an open standards approach (i.e. IEEE, IETF, W3C)
the European Commission should endorse the importance of their specifications in building
communications network, including for Smart Grid. There are globally recognized technologies &
deployments for communications that use a selection of open specifications from ESOs, global
SDOs and these consortia. The endorsement of the specifications into ENs, may not be
reasonable in defined timeframe or achievable.

8.4.2 Smart Grid sub-networks

We are identifying the different networks that play a role in the overall communication architecture
and we are representing their scope using the SGAM model (see Figure 8).

The following networks could be defined, see figure 3-2 below where these terms are used:
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* (A) Subscriber Access Network

Network that is not part of the utility infrastructure but involve devices and systems that interact
significantly with the utility such as responsive loads in residences and commercial/industrial
facilities, etc.

* (B) Neighborhood network

Network at the distribution level between distribution substations and end users. It is composed of
any number of purpose-built networks that operate at what is often viewed as the “last mile” or
Neighborhood Network level. These networks may service metering, distribution automation, and
public infrastructure for electric vehicle charging, for example.

* (C) Field Area Network

Network at the distribution level upper tier, which is a multi-services tier that integrates the various
sub layer networks and provides backhaul connectivity in two ways: directly back to control centers
via the WAN (defined below) or directly to primary substations to facilitate substation level
distributed intelligence. It also provides peer-to-peer connectivity or hub and spoke connectivity for
distributed intelligence in the distribution level.

(D) Low-end intra-substation network
Network inside secondary substations or MV/LV transformer station. It usually connects RTUs,
circuit breakers and different power quality sensors.

* (E) Intra-substation network

Network inside a primary distribution substation or inside a transmission substation. It is involved in
low latency critical functions such as tele-protection. Internally to the substation, the networks may
comprise from one to three buses (system bus, process bus, and multi-services bus).

* (F) Inter substation network —

Network that interconnects substations with each other and with control centers. These networks
are wide area networks and the high end performance requirements for them can be stringent in
terms of latency and burst response. In addition, these networks require very flexible scalability
and due to geographic challenges they can require mixed physical media and multiple aggregation
topologies. System control tier networks provide networking for SCADA, SIPS, event messaging,
and remote asset monitoring telemetry traffic, as well as peer-to-peer connectivity for tele-
protection and substation-level distributed intelligence.

* (G) Intra-Control Centre / Intra-Data Centre network

Networks inside two different types of facilities in the utility: utility data centers and utility control
centers. They are at the same logical tier level, but they are not the same networks, as control
centers have very different requirements for connection to real time systems and for security, as
compared to enterprise data centers, which do not connect to real time systems. Each type
provides connectivity for systems inside the facility and connections to external networks, such as
system control and utility tier networks.

* (H) Enterprise Network
Enterprise or campus network, as well as inter-control center network. Since utilities typically have
multiple control centers and multiple campuses that are widely separated geographically.

* (I) Balancing Network

Network that interconnects generation operators and independent power producers with balancing
authorities, and network which interconnects balancing authorities with each other. In some
emerging cases, balancing authorities may also dispatch retail level distributed energy resources
or responsive load.

* (J) Interchange network
Network that interconnects regional reliability coordinators with operators such as transmission
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operators and power producers, as well as network that connects wholesale electricity markets to
market operators, providers, retailers, and traders. In some cases, the bulk markets are being
opened up to small consumers, so that they have a retail-like aspect that impacts networking for
the involved entities.

* (K) Trans-Regional / Trans-National network

Network that interconnects synchronous grids for power interchange, as well as emerging national
or even continental scale networks for grid monitoring, inter-tie power flow management, and
national or continental scale renewable energy markets. Such networks are just beginning to be
developed.

e (L) Wide and Metropolitan Area Network?
Network that can use public or private infrastructures. They inter-connect network devices over a
wide area (region or country) and are defined through SLAs (Service Level Agreement).

* (M) Industrial Fieldbus Area Network
Networks that interconnect process control equipment mainly in power generation (bulk or
distributed) in the scope of smart grids.

(J) Interchange networks
(K) Trans-regional networks

(1) Balancing networks

— .
™ Market
X . (H) Enterprise Networks

(G) Intra-Control center Networks

}\
il

/(/

Enterprise . (L) Wide and Metropolitan
. Area Networks
\\ — ~— { . (F) Inter-substation Networks
~— K Operation
/ N\ (E) Intra-substation Networks
s ‘ \
. (D) Low-end intra-substation
Station Networks
P —— — \ /\
/ “ ‘ I ( C) Field Area Networks
( Field
\/ \/ N (B) Neighborhood Networks

Process

1 (A) Subscriber Access Network

Customer

Generation Transmission Distribution DER .
premise

(M) Industrial Fieldbus
Networks

Figure 20: Mapping of communication networks on SGAM Communication Layer

Note 1 These areas of responsibility are an example mapping and cannot be normative to all
business models.

1 Several of the shown networks could be based on WAN technologies. However since those networks
A. can be run / managed by different stakeholders,
B. could provide different level of security or different SLAs
they are depicted separately. It should be noted however that this is a logical view and that in practice
multiple logical networks can be implemented using a single WAN technology. Implementation design
choices are beyond the scope of this report
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Note 2 Itis assumed that that sub-networks depicted in the above figure are interconnected
(where needed) to provide end-to-end connectivity to applications they support. VPNSs,
Gateways and firewalls could provide means to ensure network security or virtualization.

8.4.3 Applicability statement of the Communication Technologies to the Smart Grid Sub-
networks

The following table provides an applicability statement indicating the standardized communication
technologies to the Smart Grid sub-networks depicted in the previous sub-clause. As per
Recommendation 6, the choice of a technology for a sub-network is left to implementations, which
need to take into account a variety of deployment constraints.

Note This report addresses communication technologies related to smart grid deployment. It
includes communication architecture and protocols that could be used in smart metering
deployments as well as other use cases (like feeder automation, FLISR etc.). For AMI only
specific standards, please refer to CEN/CLC/ETSI TR 50572 and other future deliverables
as listed in SMCG_Sec0025_DC_V0.3 Work Program Document.
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Table 5: Applicability statement of the communication technologies to the smart grid sub-networks

Narrow band
PLC (Medium
and Low

voltage) X X X

Narrow band
PLC (High and
very High

voltage) X X

Broadband PLC X

IEEE 802.15.4 X X X

IEEE 802.11 X

x

IEEE 802.3/1

IEEE 802.16 X

ETSI TS 102 887

IPv4

IPv6

RPL/ 6LowPan

X [X | X |X [X |X
X [X | X |X [X |X
x

IEC 61850

IEC 60870-5 X X X

GSM / GPRS /
EDGE X X

3G/ WCDMA /
UMTS / HSPA X

LTE/LTE-A X X X X X

SDH/OTN X X X X X X

IP MPLS / MPLS
TP X X X X X X

EN 13757

DSL/PON X X X

2 |EEE GEPON and EPON are considered to be part of DSL/PON line
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Annex A
Background Architecture Work

A.1 Objectives of this annex

This annex is dealing with the main principles for architecture management which have been
applied developing both the SGAM and the Reference Architecture.

A.1.1 Aspects of a Common View: evolvability, simplicity and reuse of
building blocks

For the understanding of the term Reference Architecture in the context of this document, various
definitions have to be taken into account. Different relevant terms and definitions exist for
architectures. The paragraphs provides and overview on how the term is used in context of this
document and the 1SO 42010.

One relevant ISO/IEC definition can be found in the ISO/IEC FDIS 42010 (2011): “Systems and
software engineering — Architecture description”

Architecture
Fundamental concepts or properties of a system in its environment embodied in its
elements, relationships, and in the principles of its design and evolution.

Architecting
Process of conceiving, defining, expressing, documenting, communicating, certifying proper
implementation of, maintaining and improving an architecture throughout a system’s life
cycle.

Architecture Framework
Conventions, principles and practices for the description of architectures established within
a specific domain of application and/or community of stakeholders.

Reference Architecture
A Reference Architecture describes the structure of a system with its element types and
their structures, as well as their interaction types, among each other and with their
environment. Describing this, a Reference Architecture defines restrictions for an
instantiation (concrete architecture). Through abstraction from individual details, a
Reference Architecture is universally valid within a specific domain. Further architectures
with the same functional requirements can be constructed based on the reference
architecture. Along with reference architectures comes a recommendation, based on
experiences from existing developments as well as from a wide acceptance and recognition
by its users or per definition.
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Figure 21: Metamodel of ISO/IEC 42010

What characterizes a Reference Architecture can be seen in the following list and overview of
typical attributes which are covered by it:

» Recommendation character

= Declared by author

= Acceptance and recognition by users

= Generality

= Abstracts from specific characteristics

= Universal validity just possible within a specific domain or in relation to a set of use cases

In general, an architecture description is a work product used to express an architecture (of a
system). Its content varies depending on the architecture. Stakeholders and their concerns and the
Architecture Description usually depict the relevant stakeholders concerns.

Different Architecture Views are used to express architecture and to cover the stakeholder's
concerns. Architecture Viewpoints are used to describe (relevant) architecture views; those
Viewpoints describe stakeholders, concerns, notations, etc.

A.1.2 Clarification of views: power vs. communication; applications vs.

services

When developing a Reference Architecture, it is important to know which aspects and view-points
should be addressed in order to keep the model as simple as possible and not to introduce to
much un-needed complexity. Often, those viewpoints differ in granularity, depending on the
covered concerns. Typical possible viewpoints are:
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Enterprise viewpoint,

Information viewpoint,

Computational viewpoint,

Engineering viewpoint,

Technology Viewpoint (RM-ODP, ISO/IEC 10746)
Business Architecture viewpoint,

Application Architecture viewpoint,

Data Architecture viewpoint,

Technology Architecture viewpoint

With regard to methodologies like The Open Group Architecture Framework (TOGAF) or Zachman
some of those viewpoints should always be addressed in context because they are inseparable. As
for the SGAM, section 7 of this document will show the addressed viewpoints at zones, planes and
layers.

A.2 Relationship to existing Architectures

As this is not the first architecture to be developed, most SDOs and their TCs already have created
certain reference models and different viewpoints which are already used all around the world. As
the overall project time to create the RA for the M490 process was limited, existing work was taken
into account. The following (non-exhaustive) list contains already existing work whose principles
and ideas were used by the RWAG:

IEC SIA (TC 57 and SMB SG 3)

GridWise

Intelligrid Framework

NIST Conceptual Model

eTom/SID/Frameworx

Electrinet

OASIS, eblX, ENTSO-E

SG-CG First Set of Standards and Security Work Groups key issues

As for the SGAM, section 7 of this document outlines which aspects of those models were
incorporated into the SGAM and which were not. Annex B of this document provides conceptual
mappings to the SGAM layers for several of the aforementioned frameworks, making an alignment
of SGAM use cases with those models possible.

A.3 Overview of one possible RA lifecycle-model

The possible lifecycle for the creation and maintenance of a reference architecture depicted in
Figure 22 can be easily adopted by M/490 processes.
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Figure 22: General Lifecycle for areference architecture model

Firstly, the existing systems and architecture, principles and concepts of a domain, some relevant
elements, relations and patterns are extracted, This step was performed by the SG-CG/RA
members, taking into account exiting work and EGx and JWG reports. A first version of the
reference architecture, the SGAM has been developed. However, as it is applied in practice,
special requirements which are not covered by the general model can occur and must be
instantiated. They must be incorporated in the architecture development and will be fulfilled by the
systems which are instance-based on the reference architecture form the domain. Again, the
knowledge gathered about the domain and application of the reference architecture is brought
back in the process to build a new version of the reference architecture. It is strongly suggested to
use this model when first experiences with the SGAM in practice are gained to create a new
version 2.0 of the SGAM.
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Annex B
Model mappings

B.1 Conceptual Model

This section will be completed in a subsequent version.

B.2 SGAM Framework

B.2.1 Quality of interoperability

The quality of interoperability can be measured by integration effort. When systems are to be
integrated to fulfill a function cooperatively, all interoperability categories need to be covered. Here
standards help to increase the quality of interoperability by reducing the integration effort.

Figure 23 shows the relationship between integration efforts and system complexity in respect to
the use of standards. A standard is designated

» “rich”, when the standard covers several interoperability categories (e.g. IEC 61850,
covering the categories from basic connectivity up to semantic understanding, even
including aspects of business context)

» “simple”, when the standard covers a single or few interoperability categories (e.g.
Ethernet, covering aspects of basic connectivity, syntactic and network interoperability)

Integration IQltJa“ty of -
Efforts nteroperability
1 Low _

Medium
No syandard

Simple standard

»

System
Complexity

Figure 23: Quality of interoperability

Generally the integration effort to achieve full interoperability increases by system complexity.
Having rich standards available (for a given integration task), which provide specifications for the
required interoperability categories (e.g. standardized connectors, communication protocols,
semantic data models, standardized functions), will ease the integration work. Having simple or
even no standards applicable for the integration task may result in higher efforts due to project
specific adaptions.
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Consequently “rich” standards bridging as many interoperability categories as possible are to be
preferred for smart grid interoperability.

B.2.2 Specific qualities of interoperability: “Plug-and-play” and
“Interchangeability”

In the discussion about the meaning of interoperability, the terms “plug-and-play” and
“‘exchangeability” are quite common. Rather than synonyms for interoperability, these terms
represent a specific quality of interoperability.

Plug-and-play

Plug-and-play can be described as the ability to add a new component to a system and have it
work automatically without having to do any technical analysis or manual configuration. In other
words this includes the automatic configuration of specific settings necessary for the integration for
systems. In respect to the interoperability categories, the concept of automatic configuration
complements standards and specifications with mechanisms and procedures to simplify system
integration. At best these mechanisms and procedures are standardized.

Interchangeability

Interchangeability is defined as “the ability to replace a device supplied by one manufacturer with a
device supplied by another manufacturer, without making changes to the other elements in the
system” [[EC61850-2010]. This means that interchangeability represents “hot plug” capability of a
system or component. For this purpose the system requires a well-defined behavior in respect of
function and information exchange, in other words the full specification of all interoperability
categories. This full specification can be achieved by using standard profiles (see 2.2.6).

For a given system or component, the Plug-and-play (auto configuration) capability is not
necessary for the support of interchangeability, since pre-configuration is sufficient.

B.2.3 Standard profiles — a measure to increase the quality of
interoperability

Generally a profile defines a subset of an entity (e.g. standard or specification). Profiles can be
used to reduce the complexity of a given integration task by selecting or restricting standards to the
essentially required content. A standard profile may contain a selection of data models,
communication services applicable for a specific use case. Furthermore a profile may define
instances (e.g. specific device types) and procedures (e.g. programmable logics, message
sequences) in order to support interchangeability.

B.2.4 SGAM Mapping Example

The following example illustrates how a use case can is mapped to the SGAM framework. For this
example the process which is described in section 7.3.3 is applied. The sample use case “Control
reactive power of DER unit” is a typical use case, which falls under the area of the distribution
management.

This example also illustrates that a use case can be represented with existing devices,
infrastructures, functions, communication and information standards and business objective and
constraints. Consistency of the layers in respect to the use case is provided by standards, which
are applicable for the implementation of the use case.

B.2.4.1 Use Case Analysis

Starting point is an analysis of the use case to be mapped. It needs to be verified that a use case
description provides the sufficient information which is necessary for the mapping.
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For this mapping example the required information is taken from

= Name, scope and objective (Table 6)
= Use case diagram (Figure 24)
= Actor names, types (Table 7)
= Preconditions, assumptions, post conditions (Table 8)
= Use case steps (Table 9)

= |Information which is exchanged among actors (Table 10)

The underlying business objective of the use case is the operation of the distribution system in
order to deliver electrical energy to customers under consideration of specific constraints. These
constraints are typically economic and regulatory oriented, such as e.g. grid codes (incl. technical
and non-technical requirements), security of supply, system stability, quality standards, company

processes, etc.

Table 6: Scope and Objective

Scope and Objectives of Use Case
Related business case Operation of distribution grid
Scope Monitor voltage level in distribution grid, control reactive power of DER unit, volt/var control of
distribution grid,
Objective Monitor and control voltage level of distribution grid in tolerated limits

w\ Audit
DMS

Distribution
Data Collector

—

tk Operations
fting and Statistics

Control reactive power of DER unit Net

Volt/Var

Control /
SCADA / Distribution
/ Stabilize and Optimize

Data
. — | Acquisition IDIEIR Eitiiel

\ / Distributed
Distribution IED \ / Generation

Grid

Figure 24: Use Case Diagram for “Control reactive power of DER unit”
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Table 7: Actor List “Control reactive power of DER unit”

Actors

Grouping (Community)

Group Description

Actor Name

see Actor List

Actor Type

see Actor List

Actor Description

see Actor List

Further information
specific to this Use
Case

Grid

System

Power Distribution system

Distribution-IED

Device

Intelligent Electric Device (IED) is a
communications-enabled  controller  to
monitor and control automated devices in
distribution which communicates with
Distribution SCADA or other
monitoring/control applications, as well as
distributed capabilities for automatic
operations in a localized area based on
local information and on data exchange
between members of the group.
Operations such as such as tripping circuit
breakers if they sense voltage, current, or
frequency anomalies.

Distributed Generation

Device

Distributed  Generation, also called
Distributed Energy Resources (DER),
includes small-scale generation or storage
of whatever form. This is in contrast to
centralized or bulk generation and/or
storage of electricity. These generation
facilities are part of Demand/Reponse
programs and may be dispatchable
resources. The primary distictions between
Distributed Generation (DG) and Bulk
Generation is: Bulk Generation is attached
via Transmission facilities, output is sold in
wholesale markets, provides base load;
DG is sited on a Customer permises
attached to the Distribution grid, output is
Retail (unless sold via an aggregator), can
provide ancillary services. These
generation facilities include but are not
limited to Photvoltaic panel (PV), micro-
hydro, mindmill, Plug-in Hybrid/Electric
Cars (PHEV), and potentially Fuel cells.
These facilites are usually not scheduled
but can be dispatched.

Distribution Data
Collector

Device

A data concentrator bringing data from
multiple sources and putting it into different
form factors.

Distribution Stabilize and
Optimize

Application

Performed by actors to ensure the network
is operating within appropriate tolerances
across the system. They gather
information for control decisions that
ensure reliable, proper operations
(stability) and more efficient operations
(optimization). Measurement and control
form a feedback loop that allows grid
operators to stabilize the flow of energy
across the electric network or safely
increase the load on a transmission path.

Distribution Management

Application

A suite of application software that
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System monitors and controls the distribution
system equipment based on computer-
aided applications, market information, and
operator control decisions.

Network Operations | Application Operational Statistics and Reporting actors

Reporting and Statistics

archive on-line data and to perform
feedback analysis about system efficiency
and reliability.

Table 8: Preconditions, Assumptions, Post condition “Control reactive power of DER unit”

Use Case Conditions

Actor/System/Information/C
ontract

Triggering Event

Pre-conditions

Assumption

Distribution Management
System

. The Grid is continuously monitored

. The Grid topology is known and
reflects the real topology

. The Grid energy path is known and
reflects the real path (effective status of
remote  monitored and controllable
switches)

Distribution-IED

The device is up and running

Distributed Generation

The DER is connected to the grid and
injects active and reactive power

Distribution Data Collector

The device is up and running

Distribution ~ Stabilize and

The application is up and running

Optimize

Distribution Management The application is up and running
System

Network Operations The application is up and running

Reporting and Statistics

Table 9: Step by Step Analysis of Use Case “Control reactive power of DER unit”

Scenario Conditions

No. | Scenario Name | Primary Actor Triggering Event Pre-Condition Post-Condition
4.1 Data Acquisition Distribution IED Periodically
4.2 SCADA DMS Periodically
4.3 Voltage/Var Distribution Voltage
Control Stabilize and | Measurement
Optimize exceeded threshold

4.4 DER Control DMS Control value,

equipment id,

received
45 | Audit DMS Control action
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Table 10: Use Case Steps “Control reactive power of DER unit”

"

Step Triggering Actor Description of the activity Information Information | Information Additional Notes
# Event What actor, either Describe the actions that take place in this step producer Receiver exchanged Elaborate on any additional description or value of the step to help support the
primary or secondary including the information to be exchanged. The step descriptions. Short notes on architecture challenges, etc. may also be noted in
is responsible for the should be described in active, present tense this column
activity in this step?
Data Acquisition”
la Periodically Distribution Distribution IED acquires analogue | Grid Distribution Analogue
IED voltage measurement IED Voltage
Measuremen
t
2 Periodically Distribution Distribution |ED transmits voltage | Distribution Distribution Voltage
IED measurement IED Data Measuremen
Collector t
3 Periodically Distribution Distribution Data Collector transmits | Distribution DMS Voltage
Data Collector | voltage measurement to DMS | Data Collector Measuremen
system. t
Scada
4 Periodically DMS The DMS System collects data from | DMS Network Voltage
the grid, reformates the data and Operations Measuremen
complements it with additional Reporting & | t, location,
relevant information , distributes the Statistics, topology
data to DMS applications Distribution information
Stabilize and
Optimize
Voltage/Var Control
5 Voltage Distribution Distribution Stabilize and Optimize | Distribution Distribution Violation
Measuremen | Stabilize and | application detects a threshold | Stabilize and | Stabilize and | information
t exceeded | Optimize violation of voltage Optimize Optimize
threshold
6 Threshold Distribution Distribution Stabilize and Optimize | Distribution Distribution Start of
Violation Stabilize and | application starts Voltage/Var | Stabilize and | Stabilize and | voltage/Var
Optimize calculation Optimize Optimize calculation
7 Start voltage | Distribution Distribution Stabilize and Optimize | Distribution DMS Control
Var Stabilize and | application calculates control value | Stabilize and value,
calculation Optimize and identifies equipment to be | Optimize equipment id

controlled and transmits value to
DMS
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Step Triggering Actor Description of the activity Information Information | Information Additional Notes
# Event What actor, either Describe the actions that take place in this step prod ucer Receiver exchanged Elaborate on any additional description or value of the step to help support the
primary or secondary including the information to be exchanged. The step descriptions. Short notes on architecture challenges, etc. may also be noted in
is responsible for the should be described in active, present tense this column
activity in this step?
DER Control
8 Control DMS DMS reformats control value and | DMS Distribution Controllable
value, equipment  id and  transmits Data setpoint
equipment id, controllable setpoint to Distribution Collector
received Data Collector
9 Controllable Distribution Distribution Data Collector device | Distribution Distributed Controllable
setpoint Data Collector | forwards information to Distributed | Data Collector | Generation setpoint
received Generation device
10 Controllable Distributed Distributed Generation device | Distributed Distributed Operation
setpoint Generation updates its operation parameters | Generation Generation parameter
received according to setpoint
11 Operation Distributed Distributed Generation device | Distributed Distribution Acknowledg
parameter Generation verifies updated operation mode and | Generation Data e information
update acknowledges parameter change Collector
12 Acknowledge | Distribution Distribution Data Collector device | Distribution DMS Acknowledg
information Data Collector | forwards information to DMS Data Collector e information
received
Audit
13 Control DMS DMS application posts control action | DMS Network Control
action to Network Operations Reporting & Operations action
Statistics application Reporting &
Statistics
14 Control Network Network Operations Reporting & | Network Network Control
action Operations Statistics  application  documents | Operations Operations action
Reporting & | control action Reporting & | Reporting &
Statistics Statistics Statistics

66




223

224
225
226
227

228

229
230

231
232
233
234
235
236
237
238
239
240

T_ Smart Grid Coordination Group
v CENELEC m’@ Document for the M/490 Mandate
‘ \ Smart Grids Reference Architecture

B.2.4.2 Development of the Component Layer

The content of the component layer is derived from the use case information on actors. In this
example the actors are of type devices, applications and system. These actors are located to the
appropriate domain and zone (Figure 25).

Enterprise
O
Audit N
Network Operations
Volt/Var |Repg@rting and Statistics
Control Operation
DMS SCADA
Distribution
\ Stabilize and Optimize

Station

U\

Distribution

Data Co‘ﬁgctor
Data Field
ACC]UiSitiOI’l DER Control ———
Distribution TED e Distributed
B Generation
Process
Gri
Distribution DER

Figure 25: Actors and sub use cases mapped to domains and zones, “Control reactive
power of DER unit”

The actors “DMS”, “Network Operations, Reporting and Statistics” and “Distribution Stabilize and
Optimize” typically reside in the distribution domain. DMS and Distribution Stabilize and Optimize”
are on operation zone, whereas “Network Operations, Reporting and Statistics” can be in
enterprise zone. “Distribution Data Collector” is depicted in distribution domain and station zone,
"Distribution IED” in distribution domain and field zone. “Distributed Generation” is consequently
located at DER domain and Field zone. The actor “Grid” is valid in both distribution and DER
domain in the process zone.

In the next step, the mapped use case diagram is transformed to a technical configuration
representation by using typical technical symbols (Figure 26)
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Figure 26: Component Layer “Control reactive power of DER unit”

The component layer (Figure 26) depicts the use case actors in form of hardware which is used to
provide the intended use case functionality. In this example these are computers in the enterprise
and operation zones which host the application type actors, dedicated automation devices in field
and station zones, and nevertheless the grid is depicted with power system equipment (lines, bus
bars, transformers, generators ...). To complete this view the typical communication infrastructure
is added. This configuration is a sample application, thus various scenarios are possible

B.2.4.3 Development of the Business Layer

The business layer is intended to host the business processes, services and organizations which
are linked to the use case to be mapped. This includes also the business objectives, economic and
regulatory constraints underlying to the use case. These business entities are located to the
appropriate domain and zone.
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256
257 Figure 27: Business Layer “Control reactive power of DER unit”
258

259  The business layer (Figure 27) shows the area which is affected by the use case and consequently
260 influenced by underlying business objectives and economic and regulatory constraints. This means
261 that this objectives and constraints need to be taken into account as non-functional requirements
262  for implementations.

263 B.2.4.4 Development of the Function Layer

264  The function layer is intended to represent functions and their interrelations in respect to domains
265 and zones. Functions are derived from the use case by extracting its functionality. In this example
266 the step-by-step analysis provides the functions of the uses case (Figure 28). The interrelation
267  between functions is implicitly derived from the exchanged information documented in the use case
268  steps (Table 10).

269
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Figure 28: Function Layer “Control reactive power of DER unit”
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B.2.4.5 Development of the Information Layer
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The functions “Volt/Var Control” and “SCADA” typically reside in Distribution/Operation. The
function “Audit” is located in Distribution/Enterprise. The functions “Data Acquisition” and “DER
Control” are located to Distribution/Field and DER/Field, respectively.

The information layer describes the information that is being used and exchanged between
functions, services and components. The information objects which are exchanged between actors
are derived from the use case step description (Table 10). Figure 29 shows the result of the

mapping of the exchanged information to the components that represent the use case actors.
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Figure 29: Information Layer / Business Context view, “Control reactive power of DER unit”

The Canonical Data Model view (Figure 30) of the information layer is intended to show underlying
canonical data model standards which are able to provide information objects. In other words for
the implementation of the present use case, instances of data objects according to the standards
are required. In the present example CIM standard (IEC 61968-4) is an appropriate basis for
exchanging information objects in the enterprise and operation zones. From field to operation
zone, data objects according IEC 61850-7-4 (Compatible logical node classes and data object
classes) and IEC 61850-7-420 (Distributed energy resources logical nodes) are applied.
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292 Figure 30: Information Layer / Canonical Data Model view, “Control reactive power of DER
293 unit”
294 B.2.4.6 Development of the Communication Layer

295 The emphasis of the communication layer is to describe protocols and mechanisms for the
296 interoperable exchange of information between the use case actors. Appropriate protocols and
297 mechanisms are identified on the basis of the information objects and canonical data models and
298 by consideration of non-functional requirements of the use case. The communication layer (Figure
299  31) presents the communication protocols for the data exchange of the necessary information
300 between the components

301
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Figure 31: Communication Layer “Control reactive power of DER unit”

In the enterprise and operation zone IEC 61980-100 is an option for the exchange of CIM data
objects. In the field to operation zones there are options of communication standards. IEC 61850 is
the state-of-the-art communication protocol in power system automation. This standard can be
mapped to different lower layers, such as Ethernet, PLC or wireless communicatio